Mpukas ®eneparnbHOM CryX0Obl N0 TEXHNYECKOMY M 3KCMOPTHOMY KOHTporsto oT 11 anpens 2025 r. Ne 117 "O6

Mpukas ®egepanbHOM CNyX0bl N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTponto oT 11 anpens
2025 r. Ne 117 "O6 yTBepxaeHun TpeboBaHun o0 3awmnTe MHhopMmauum, cogepKallemcs B
rocyaapcTBeHHbIX UH(POPMaLIMOHHbIX CUCTEMAX, MHbIX MHPOPMALIMOHHbLIX CUCTEMaX
rocyAapcTBeHHbIX OPraHoB, FOCYAapCTBEeHHbIX YHUTAPHbIX NPeanpuATUN, rocyaapCTBEeHHbIX
y4ypexaeHnn" (¢ NSAMEHEHUAMU U AOMNONTHEHUSAMM)

C n3MeHeHHUSIMHU H JOMOJTHEHUSIMH OT:

C u3MeHEHUSIMU U JOIIOJTHCHUSAMH OT:

8 masg 2026 .

B cootBercTBHM ¢ YacTbl 5 ctatbn 16 depepanbhoro 3akona ot 27 urons 2006 r. Ne 149-d3 "0O6

nHbOpMaLHH, HHOOPMAIMOHHBIX TEXHOJOTHSX M O 3amure uHpopManuu", NyHKTOM 2 u MoAnyHKToM 9
nyHkTa 8 Tonoxenus o deaepanbHOI cyx0e 0 TEXHHUECKOMY U SKCIIOPTHOMY KOHTPOJIIO, YTBEPIKJICHHOTO
Ykasom Ipesunenta Poccuiickoit @eneparuu ot 16 aBrycra 2004 r. Ne 1085, npukasbiaro:

1. VYrBepmure mnpuiaraembie |peboBaHWs o 3ammre WHGOPMAIMH, COJCPKAIICHCS B
TrOCy/IapCTBEHHBIX WH(POPMAIMOHHBIX CHCTEMaX, HWHBIX HMH()DOPMAIMOHHBIX CHUCTEMax TOCYIAapCTBEHHBIX
OpraHoOB, TOCYJapPCTBEHHBIX YHUTAPHBIX NPEANPUITHI, TOCYJapCTBEHHBIX YUPEKICHUI.

2. [lpu3HaTh yTpaTUBIIMMHU CUITY:

npukas ®CTOK Poccuu ot 11 deppans 2013 r. Ne 17 "O06 yrBepxkaenun TpeOoBaHU O 3aimuTe
nHpOpPMAILlMK, HE COCTABIAIONIEH TOCYJapCTBEHHYIO TaifHy, cojaepkalleiicas B TOCyJapCTBEHHBIX
UHQOPMAIMOHHBIX cucTeMax" (3apeructpupoBan MuntoctoM Poccum 31 mas 2013 r., perucTpanyoHHBIH
Ne 28608);

npuka3d ®CTIK Poccun ot 15 deppans 2017 r. Ne 27 "O BHeceHWM u3MeHeHud B TpeOoBaHHS O
3amuTe HWH(OpPMAIlMK, HE COCTABIIONIEH TOCYJapCTBEHHYIO TaiHYy, COAEp)KaIIeiicss B TOCYAapCTBEHHBIX
MH()OPMAITMOHHBIX CHCTEMaxX, YTBEpXKACHHBIE mpuKkazoM @DenepadbHONH CIyXOBl IO TEXHHYECKOMY H
JKcIopTHOMY KOHTpomto oT 11 ¢espanst 2013 1. Ne 17" (3apeructpupoBan MwuntoctoM Poccunm 14 mapra
2017 r., peructpanuoHHbIid No 45933);

npukas ®CTIK Poccum ot 28 mast 2019 r. Ne 106 "O BHeceHnn m3MeHeHn B TpeOOBaHUS O 3aIInuTe
nHpOpPMALMK, HE COCTABIAIOLIEH TOCYJapCTBEHHYIO TaifHy, cojaepkamleiici B TOCyJapCTBEHHBIX
WHPOPMALIMOHHBIX CHCTEMax, YTBEp)KICHHBIE NpuKkazoM DenepanbHOW CIIy>KObI MO TEXHUYECKOMY H
3KCIOPTHOMY KOHTpOJt0 oT 11 ¢eBpans 2013 r. Ne 17" (3apeructpupoBan Muntoctom Poccum 13 ceHTAOps
2019 r., peructpanuoHHsiit Ne 55924);

npukas ®CTOK Poccum ot 27 ampens 2020 r. Ne 61 "O BHecenun usmenenus B mpukaz OCTIK
Poccuu ot 28 mas 2019 1. Ne 106 "O BHeceHunm m3MeHeHHid B TpeOoBaHus O 3amure HHQOpMAanuu, He
COCTABJISIFOIICH TOCYJApCTBEHHYIO TalHY, COIEpPIKAICHCS B TOCYNapCTBEHHBIX MH(OPMAIMOHHBIX CHUCTEMAaX,
YTBEepXKAEeHHBIE MpHKazoM DenepanbHON CIy OBl IO TEXHHYECKOMY U SKCIIOPTHOMY KOHTpoito oT 11 deBpamns
2013 r. Ne 17" (3apeructpupoBan MuntoctoM Poccnn 12 mas 2020 r., peructpannoHubii Ne 58322);

NYHKT 1 U3MEHEHMI, KOTOphIC BHOCATCS B TpebGoBaHus O 3amuTe MH(OPMAIUMH, HE COCTABIISIONICH
rOCy/IapCTBEHHYIO TaliHy, COJIepIKalllelcsi B TOCYAapCTBEHHBIX WH(POPMAIIMOHHBIX CHCTEMaX, YTBEPIKICHHBIC
nprkazoM PenepanabHOM CiIyXOBI IO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpoJto oT 11 ¢eBpans 2013 1. Ne 17, u
B TpeOGoBanus mo obecneueHHI0 O€30MAaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHYECKOH HWH()OPMAIIMOHHOM
uHpacTpyktypsl Poccuiickoii ®epepaumu, yTBepKACHHBIE TpuKazoM DenepasbHONH  CIIyKObI 110
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIO OT 25 nekabps 2017 r. Ne 239, yrBepxaeHHbix npukasom ®@CTIK
Poccun or 28 aBrycra 2024 r. Ne 159 (3aperucrpupoBan Munioctom Poccum 24 okrsaops 2024 .,
peructpaunonssiii Ne 79900).

3. YCTaHOBHUTH, YTO aTTECTaThl COOTBETCTBHS Ha TOCYAapCTBEHHBIE WH(OPMAIMOHHBIC CHCTEMBI U
WHBbIE NHPOPMAITMOHHBIE CUCTEMBI, BBIIAHHBIE 10 JTHS BCTYMNMEHNSA B CUIMY HACTOSIIETO MPHUKa3a, CYUTAIOTCS
NEUCTBUTEIHLHBIMU.

4. Hacrosuui mpuka3 BCTymaeT B cuiny ¢ 1 mapta 2026 r.

Hupexrop PenepanbHOU
CITy>KOBI 110 TEXHUYECKOMY
U OKCIIOPTHOMY KOHTPOJTIO B. Cemun

3apeructpupoBaHo B Muntocte Poccun 16 uronst 2025 r.
Peructpauuonnsiit Ne 82619
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YTBEP>XOEHbI
npukasom ®CTIK Poccum
ot 11 anpenga 2025 r. Ne 117

TpeOoBaHus 0 3ammTe HHPOPMALMH, COep Kallelics B TOCyAapCTBeHHBIX HH(POPMANMOHHBIX CHCTEMAX,
HHBIX HH(OPMALHOHHBIX CHCTEMAX IOCYIapPCTBEHHBIX OPraHOB, FOCY/AAPCTBEHHbIX YHUTAPHBIX
NpeANpUATHIA, TOCYAAPCTBEHHBIX YUpe:KIeHHil

C n3MeHeHUSIMHU H JOIOJTHEHUSIMH OT:

C U3MEHEHUSIMH U TOIIOJIHEHUSIMHA OT:
8 mag 2026 r.

I'APAHT: Cwm. komMeHTapuu x TpeboBanusm

I. O61He moIo:KeHus

1. TpeGoBanus o 3amure HHPOPMALMH, COIAEPIKAIICHCS B TOCYAapCTBEHHBIX HH(YOPMALIMOHHBIX
cucTeMax, MHBIX HH()OPMALMOHHBIX CHUCTEMaxX TOCYJapCTBEHHBIX OPIaHOB, IOCYNAPCTBEHHBIX YHHUTapHBIX
MPEONPHUITUH, TOCYJapCTBEHHBIX yupexaeHui (nanee - TpeOoBaHus), IPUMEHSIOTCS U1 00eCTICUEeHUSI 3aLUThI
(HekpunrorpadUUeCKUMH METOJaMH) HH(POPMAaLUH, NPEAOTBPALLCHHUS HECAaHKIMOHMPOBAHHOTO IOCTyHa K
nHPOPMaLUH, CTIEHUATIbHBIX BO3JACHCTBIH Ha MH(pOpMalMio (HocuTenu WHPOPMaIUK) B LEsIX ee J0ObIBaHus,
YHUYTOXKEHHS, HCKaKEeHUs, OJOKHPOBaHMS TOCTyIA K MH(pOpMaluu, cojepikamieics B QyHKIMOHUPYIOIHUX Ha
Tepputopun  Poccuiickoit ~ ®Demepauuy  TOCYAapCTBEHHBIX ~ WH(POPMAlMOHHBIX  CHUCTEMaX,  WHBIX
MHQOPMAIIMOHHBIX CHCTEMaxX TOCYIapCTBEHHBIX OPraHOB, TOCYJApCTBCHHBIX YHHUTApHBIX MPEATPHATHIH,
TOCYJJApCTBEHHBIX YUPEXKICHHUH (Jlajiee COOTBETCTBEHHO - 3amuTa HHpopMauu, nHHOPMAIMOHHBIE CUCTEMBI).

2. B cnyuyae mepemaum W3 roCyAapCTBEHHON HH(POPMAIMOHHON cuCTeMBl WHGOpPMAIWH, AOCTYI K
KOTOPOH OTpaHWYCH B COOTBETCTBHH C 3aKOHOLATENIbCTBOM Poccumiickoit denepannu (gaiee - mHGOpMANU
OTPaHMUYCHHOT'0 AOCTYyINa), HH(POPMAIMOHHAS CUCTEMA, B KOTOPYIO Iepenaercss HHPOpMaIus OrpaHHYEHHOTO
JOCTyHa, NOJDKHA COOTBETCTBOBATH TPEOOBAHUSAM O 3aluTe MH(GOPMALUH, YCTAHOBJIEHHBIM B COOTBETCTBUH C
yactbto 5 crtatbn 16 denepanpHoro 3akona ot 27 wutons 2006 r. Ne 149-®@3 "O6 wuHbpopmaiuw,

HHGOPMALMOHHBIX TEXHOIOTHSX © 0 3amure wuaopMammu". CocTaB mepeqaBaeMoil HH(GOPMAIHH
OTPaHMUYEHHOTO JOCTyIa, e e¢ 3allUThl U ypPOBEHb 3AlUINECHHOCTH B COOTBETCTBUH ¢ TpeboBaHUSAMU
JIOJDKHBI yCTAHABIUBATHCS OONazareneM WHPOPMAIMH, 3aKa3UMKOM, 3aKIIOUMBIIAM KOHTPAKT Ha CO3/IaHHUC
HHPOPMAITMOHHBIX CHUCTEM, OINEpaTopoM HHOOPMAIIMOHHBIX CHCTeM (nanmee - omeparop (oOnamaTenb
nHpOPMAIIH).

3. B MyHunmmnanpHeIX WHGOPMAIMOHHBIX CHCTEMaxX 3al(ura WHopMalu o00ecreunBaeTcs B
cOOTBeTCTBHU ¢ TpeboBaHMAMH, €CIIM HHOE HE YCTAaHOBJIECHO 3aKOHOAATENLCTBOM Poccuiickoii denepannu.

4. Ilpu 00paboTKe M XpaHEHUH B WH(POPMAIIMOHHBIX CUCTEMaxX MH(OPMAIIUHU, COACPIKALICH CBEICHHUS,
COCTABISIIOIINE TOCYAapCTBEHHYIO TaliHy, €€ 3alluTa JOoJDKHAa O0ecleunBaThCs B COOTBETCTBHH C
TpeOOBaHWSAMH TIO TEXHHYECKOH 3amuTe WHPOPMAIMH, COJCpKalled CBEICHHS, COCTABISIOIIUE

rOCYIapCTBEHHYIO TaliHy .

5. IIpu 06paboTKe B MHPOPMAIIMOHHBIX CUCTEMaxX WH(POPMAINH, CoJepKallell IepCOHANBHBIC JaHHBIE,
JIOJDKHBI TIPUMEHSThCS | PeO0BaHNS K 3aluTe MepCOHaIbHBIX JaHHBIX MPH KX 00paboTKe B MH(POPMAIIMOHHBIX
CUCTEMAaxX [EPCOHAIBHBIX JIaHHBIX, YTBEp)KIEHHblE MOCTaHoBneHnemMm IlpaBurenscTtBa Pocculickoit
Oeneparuu ot 1 HostOpst 2012 1. Ne 1119, m Tpebopanws.

6. B ciyuae ecnu uHpOpPMAnMOHHAs CHCTEMa SBISIETCS 3HAUYUMBIM OOBEKTOM KPUTHYECKOH
nH(popMaIMoHHOW MH(PpacTpyKTypsl Poccuiickoit deneparum, 3ammra comepikamieiics B Hell wHbopMmarmn
JOJKHA 00eCleynBaThCsl B COOTBETCTBUM C HOPMATHBHBIMHU NPABOBBIMU aKTaMH, IPUHATHIMUA Ha OCHOBaHUHU
ctatb 6 DenmepanpHOoro 3akoHa or 26 wmrons 2017 1. Ne 187-®3 "O 0e30macHOCTH KPUTHYECKOU
nHpopMamoHHOH nHppacTpyKTyphl Poccuiickoit @enepanun”, u TpeboBaHUAMH.

7. B ciyyae wncnonb30BaHHMS Ui 3alIMTHl MH(OpMAlMM, coaepKameiics B WHPOPMAMOHHBIX
cucTeMax, IMHU(QPOBaIbHEIX (KpUOTOrpaduiIeckux) CpeACTB 3alIUTHl HMH(POPMAIMK JOJDKHBI MPUMEHSTHCS
TpeboBaHus 0 3amuTe uHpopmaiuH, ycraHosiaeHusle ®CB Poccun B cOOTBETCTBHM ¢ YaCTbio 5 cTaTbn 16
®enepanbHoro 3akoHa ot 27 uromst 2006 r. Ne 149-@3 "O6 undopmanyu, HHOOPMAIMOHHBIX TEXHOJIOTHSIX U O
3amure uHpopMmanuu', u TpeboBaHusl.

Hupopmayus 06 usmenenusx: I[lynkm 8 usmenen ¢ 1 cenmsabps 2026 2. - [Npuka3s @CTIK Poccuu om 8 mas
2026 2. Ne 137
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Cwm. npedbidywyto pedakyuro

8. DOyYHKIIMOHUPOBAHUE nH(POPMAITMOHHBIX CHUCTEM Ha baze nH(pOPMAITMOHHO -

TEJIEKOMMYHUKAITMOHHONH WHQPaCTPyKTyphl, B TOM YHCJIE C HCIOJb30BAHUEM TEXHUYECKUX CPEICTB U
MpOrpaMM ISl DJIEKTPOHHBIX BBIYUCIWTENFHBIX MallMH M 0a3 JaHHBIX, JOITyCKAeTCs MPH YCIOBUH 3aIIUTHI
“H(OPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHON HHPPACTPYKTYPHI B COOTBETCTBUH C TpeOOBaHHUSIMH.

Undhopmayus 06 usmenenusix: Ilynkm 9 usmenen ¢ 1 cenmsbops 2026 2. - [Npuka3z @CTOK Poccuu om 8 mas
2026 2. Ne 137
Cwm. npedbidywyto pedakyuro

9. Oneparop (oOmamaTens HHGOPMAINH) TOJDKEH 00€CTICUNBATh 3aITUTY HH(POPMAIIUHA B COOTBETCTBHH
¢ TpeboBanmsamMu Ha BceX CTaamsX (3Tamax) oOpaOOTKHM M XpaHCHHsS WH(QOPMAITUH, CO3MAHUS W Pa3BUTHUS
(MonepHU3aIuM), SKCIDTyaTallid W BBIBOJA M3 DKCIUTyaTallid WH(GOPMAIOHHBIX CHCTEM B paMKax (yHKIIHIA,
BBIIOJHIEMBIX MMH B cooTBeTcTBUU ¢ PefepanbHbiM 3akoHOM ot 27 wuions 2007 1. Ne 149-d3 "O0
nHpopMaIum, HHOPMAITMOHHBIX TEXHOJIOTHIX U O 3alIuTe HHPopManuu'.

I'APAHT: Ilo-BumumMoMy, B TEKCT€ NPEIBIAYIIETo ad3ama momyIieHa omedarka. Jlary Ha3BaHHOTO
depnepanbHOro 3akoHa cieayeT yuTarh Kak "27 urons 2006 r."

10. Omeparop (oOmamarens wHGOpPMAIMK) OOIDKEH oOecneunBaTh 3alluTy HHQPOPMAIHH,
00pabaThiBacMyt0 B HH)OPMAIIMOHHBIX CUCTEMAX, B LENIAX:

a) HeIOMyIICHUs (CHH)KEHUS BO3MOXXHOCTH) HACTYIUICHHS HEraTUBHBIX IMOCIEACTBUN (COOBITHH) OT
HapylmeHus KOH(QUACHIMAIBHOCTH, LEJIOCTHOCTH, JOCTYHOCTH UWHpOpMauuu (mamee - HapylIeHHE
0e3onacHOCTH HH(POPMALIUH);

0) HenmomyueHUs (CHMKCHUS BO3MOXKHOCTH) HACTYIUICHHMS HETATHBHBIX NOCIEACTBUI (COOBITHII) OT
HapyuieHusl GYHKIUOHUPOBAHUSI MH(QOPMAIIMOHHBIX CHCTEM BCJIECACTBHE peann3aliu (BO3SHHKHOBEHHS) YIPpo3
0e3omacHOCTH HH(POPMALIUH.

11. Omneparop (oOiamatesib uHGOPMAIMKM) JO/DKEH ONPEICIUTh LN 3alUThl HH(pOpPMALUU B
3aBUCUMOCTH OT OXHJIAEMBIX PE3YJIbTATOB OT IPOBEJCHUS MEPONPUSATHH W TPUHITHS Mep IO 3alluTe
nHpopmaruu. HeratuBHbIE TOCaeACTBHS (COOBITHS) OMPEACIIAIOTCS onepaTopoM (obiagareneM HHGOPMAIIHH)

HAa OCHOBE MH(OpPMAIHH, cojiepKalieiicss B 0aHke JaHHBIX yrpo3 6e3onacHoctu uHGopmaryu GCTIK Poccun
*. TlocpeICTBOM BBITIOTHEHHS ONepaTopoM (ofiazaTeieM HH(GOPMALMK) 33124 3aIIUTHl HHYOPMALMH JOIKHBI
OBITH MOCTUTHYTHI TSI 3aIATH HHPOPMAITHH.

12. TpeOoBaHus HE pacpoCTPaHAIOTCS HAa WHGOPMAIMOHHBIE CHCTEMBI AnMHUHHUCTpaIuu Ilpesunenra
Poccwiickoit @enepanun, armmapara Cosera besomacHocti Poccuiickoit @enepannu, Genepansaoro Codpanus
Poccuiickoit ®enepauun, Annapara I[IpaBurensctBa Poccuiickoit ®enepaunn, Koncruryuumonnoro Cypa
Poccuiickoii @enepannu, Bepxosrnoro Cyna Poccutickoit denepanuu, a Takke Ha HHQOPMAIMOHHBIE CHCTEMBI
FOCYJapCTBEHHBIX OPraHOB, OCYIIECTBISIONIMX Pa3BeAbIBATEIBHYIO U KOHTPPA3BEABIBATECIbHYIO IEATEIBHOCTD,
WH(OPMAIIMOHHBIC CHCTEMBI, OOCCICUMBAIONIUE YIIPABICHUE BOOPYKCHHEM, BOSHHOW U CIEIUAIbLHOW
TEXHHUKOM.

II. Opranu3anus AeATeJIbHOCTH 110 3alIUTe HHGOPMALUM U yIIPABJICHHE JAHHO 1eATeJIbHOCThI0

13. Omeparop (oOmamatens WHGOPMAIMH) OJDKEH OPTaHW30BBIBATH JCSATEIIBHOCTh 110 3alllUTe
nHGOPMaIK U YIPABIATh €10 B COOTBETCTBUU C TpeboBaHUAMM.

14. Opraau3anust JeSITEIBHOCTH 110 3a1uTe HHYOPMALUH 1O0JDKHA BKIIIOYATH!

a) pa3pabOTKy M yTBEPKACHUE MOJIUTUKH 3aIUThl HH(OPMALIUH, COACPIKAILEH B TOM YHCIIE:

o0nacTb [JEeWCTBUSL TOJNUTHKH, BKJIIOYas MepedeHb HHPOpManuy, HHOOPMALMOHHBIX CHCTEM,
KOMIIOHEHTOB ~ MH(OPMALMOHHO-TEJICKOMMYHUKAIIMOHHON ~HMHQPACTPYKTYphl, MOUICKALIMX  3aIIUTE B
cOOTBeTCTBHU ¢ TpeboBaHusIMHY;

LeJIN | 3a7a4¥l 3alIUTHl HHPOPMAIUH;

MPUHIUIE 3aUIUTH THPOPMAIHH;

nepeuyHd OOBEKTOB  3alUTHI, BKIIOYas MPOrpaMMHBIE, MNpPOTrpaMMHO-aINapaTHbIE CPENCTBA,
UHQOPMAIIMOHHBIE CHUCTEMBI, CETH W TMOJCETH, oOpasyioume WHPOPMAIHOHHO-TEIEKOMMYHHKAIIMOHHYIO
MHDPACTPYKTYPY;

KaTerOpHH JIHII, yYaCTBYIONIUX B 3alIUTe WHPOpMAIHH, X 0013aHHOCTH ((PYHKIINN) U TOTHOMOYHS;

COCTaB OPraHM3alMOHHON CHCTEMbl YIPABIECHUS AEATEIbHOCTHIO IO 3alIUTe MHPOPMAIMHM U CXEMY
B3aMMOJCHCTBUS €€ 3JIEMEHTOB;

OTBETCTBEHHOCTh PaOOTHUKOB 3a HapylleHHE TPeOOBaHUH O 3amuTe MHOOPMALKU U YCTaHOBJIEHHBIX
oreparopoM (obnagareneM HHGOpPMAIINH) IPaBUI 00pabOTKN HHPOPMAIIHH;
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0) ompeseneHne NI, OTBETCTBEHHBIX 3a 3aIUTy HH(POpMaLny;
B) IPUMCHEHHE MPOrPaMMHBIX, MPOTPAMMHO-AIIAPATHBIX CPEJCTB, MPEIHAZHAYCHHBIX IS 3alllUThI
nHpOpMaIIy;

Undhopmayus 06 usmenenusix: Iloonynxm "2" usmenen ¢ 1 cenmsbops 2026 2. - [puka3 @CTIK Poccuu om
8 masn 2026 2. Ne 137
Cwm. npedbidywyro pedakyuro

I') pa3paboTKy ¥ yTBEPKACHUE BHYTPEHHHUX CTaHAAPTOB IO 3aIluTe MH(OpManMu, COOepKaliuX B TOM
qucie:

TpeOOBaHMS K NEPBUYHON MACHTU(HUKAINY JHL, 00IaJaoMNX IPaBaMH A0CTyNa K HHPOPMAIMOHHBIM
cucTeMaM U (WIN) cofepiKalleicss B HUX HHGOPMALMK 1 UX UCIIOJIB30BaHMIO (lasiee - TI0Ib30BaTeNN);

TpeOOBaHMA K IPUMEHSEMBIM MOJIEIISM JI0CTYIIA TI0JIb30BaTENCH;

nepeveHb pa3pelieHHoro 1 (MIIM) 3apelieHHOro I UCTIONIb30BaHUs POTrPaMMHOTO 00eCTICYEeHUS;

TpeOOBaHHUS K THUIIOBBIM KOHQUTYpalusM M HAaCTpOWKaM NPOTPaMMHBIX, MPOrpaMMHO-aNMapaTHBIX
CPEICTB;

TpeOOBaHUS K KOHQUTYpalusM M HACTPOWKaM IMPOTPaMMHBIX, MPOrpaMMHO-aNMapaTHBIX CPENCTB,
NpeAHa3HAuYeHHBIX JUIs  OOeclieueHust JOCTyma T[oJib3oBareneldl 13 HMHQOPMAIMOHHBIX CHUCTEM K
WHPOPMAIMOHHO-TEIEKOMMYHHKaMOHHOW cetn "UHTepHet" (nanee - cets "UuTepHeT");

TpeOOBaHWS K KOH(PUTYpalusiM ¥ HACTPOWKAM MPOTPaMMHBIX, MPOrPAMMHO-AMIAPATHBIX CPEJCTB,
IIpeJHa3HAYEeHHBIX JUI1 00eCHeueHHs YAaIeHHOIO JOCTyIa IoJib30BaTenell K MH(QOPMAMOHHBIM CUCTEMaM U
comep)kaimelics B HHX HHPOpPMAIUW, BKIIOYas TpeOOBaHHMS K oOecredeHHio O0e301acHOM MUCTaHITMOHHON
paboThr;

OTpaHMYCHHUS M 3alpeTbl ACHCTBHH Uil TOJb30BAaTENCHd MpPU HCHONB30BAaHMM M 00ecHeuyeHUH
9KCIUTyaTallud UIMU MHQOPMALIMOHHBIX CUCTEM;

TpeOOBaHMA K 3aluTe (GU3NIECKUX W BHUPTYAIBHBIX YCTPOHCTB MH()OPMALIMOHHBIX CUCTEM, HMEIOIINX
noctyn K cetu "MHTepHET" (1ajee - KOHEYHbIE yCTPOICTBA);

TpeOOBaHMS K 3amuTe MOOWIBHBIX YCTPOWCTB, TUIAHIIETHBIX, IIEPEHOCHBIX KOMIBIOTEPOB,
NPUMEHSEMBIX TTOJIb30BATEISIMU ISl JOCTYNa K MH(POPMAIIMOHHBIM CHCTEMaM (3a MCKIIIOYEHHEM MOOMIILHBIX
YCTPOMCTB, MpeAHa3HAYEHHBIX Ul JOCTyNa K caiitam cetd "VHTepHeT" M WHBIM IMyOJUYHBIM BeO-pecypcam)
(mamee - MOOWIIBHBIC YCTPOWCTRA);

TpeOOBaHMS K HEMPEPHIBHOCTH (PYHKIIMOHUPOBAHHUS UHPOPMAIIMOHHBIX CHCTEM;

TpeOOBaHUS K PE3ECPBHOMY KOMHPOBAHWIO WH(GOPMAIMH, TIPOTPAMMHOTO OOECIEYeHHs] W €ro
KOH(UTYpanunii;

TpeOoBaHMUs K cOOpYy, PETHCTPallMM W aHaJIM3y COOBITHH, CBA3aHHBIX C BO3MOXXHBIM HapyLICHHEM
Oe3onacHocTd HMH(OpManMu, HapylleHHeM (QYHKIMOHMPOBAHHS HH(GOPMALMOHHBIX CHCTEM, pealu3aluei
yrpo3 6ezonacHocTH HHGOpMaLH (anee - COOBITHS O€30IaCHOCTH);

TpeOOBaHUA K 3ammre HWHPOPMALUK NPH MNOJKIIOYCHHHM K HH()OPMAIMOHHBIM CHCTEMaM WHBIX
WHPOPMALMOHHBIX CHCTEM, BKIIOYas TpeOOBaHMS K KaHaJlaM Mepelauyd JaHHBIX MpPU B3aUMOJCHCTBUH C
TaKUMH UHQOPMAIIMOHHBIMHA CHCTEMaMHU;

1) pa3paboTKy M yTBEPKACHUE BHYTPEHHUX PETIaMEHTOB I10 3aluTe HHPOpMaIHy, COIEPKAINX B TOM
YHCIe:

MOPSIIOK CO3/IaHUs, yueTa, H3MEHEHHS U OJIOKUPOBAHUS, KOHTPOJIS, YIAJICHHUS YYSTHBIX 3aITUCEH;

MOPSIIOK CO3/IaHUs, Y4eTa, U3MEHECHUSI M OJIOKUPOBAHUS, KOHTPOJS, yIAICHUs MPHBHICTHPOBAHHBIX
YYETHBIX 3aIHCel;

MOPSIIOK  CO3JAHUSl, W3MEHEHUs, OJIOKUPOBAHUS, KOHTPOJS, YHaJeHHs ayTeHTU(UKALMOHHOU
nHGOPMALIUH U CPENICTB ayTEHTU(OUKALIIH;

MOPSIIOK TPENOCTAaBJICHHUS MOJIb30BATENSIM YAAIEHHOIO IOCTyNna K MH(OPMALMOHHBIM CHCTEMaM H
coJieprKalieicsi B HUX HH(opManuy;

MOPSIIOK M YCJIOBHsI TNPEAOCTAaBICHUS pabOTHUKAM MOAPAAHBIX OpraHM3aldil JocTyma K
WHPOPMALIMOHHBIM CHCTEMaM, COAepikalleiics B HMX HHGopMauuu, u (WIM) mepejadyd UM HHGOpMauuy,
KOHTPOJISI 32 TAKMM JOCTYIIOM, Tiepeiadyeli B ciydae MPUBJICUECHUS TOIPIIHBIX OpraHU3alui;

HOPSIIOK TIPEAOCTaBICHUsI pabOTHUKAM HWHBIX TOCYAApPCTBEHHBIX OpPraHOB, OpraHW3alWi JocTyna K
UHQOPMAIIMOHHBIM CHCTEMaM, cojiepalieiicss B HUX uHpopMauuu W (WIK) mepeiayn UM HHQoOpManuu H
KOHTPOJISI 32 TaKUMH JIOCTYIIOM, Iepenadeii (B ciydae WHQOPMAIMOHHOTO B3aUMOJCWUCTBHUS C WHBIMH
rOCYJJapCTBEHHBIMH OpraHaAMH, OPTaHU3AIUSIMH);

TIOPSIIOK TIPEOCTABIICHHUS MTOIH30BATEISIM JOCTYTIA U3 HH(DOPMAITMOHHBIX CHCTEM B ceTh "MHTepHET" U
KOHTPOJISI €€ UCIIOIb30BaHUS;

MOPSIIOK MOBBIMICHUS YPOBHS 3HAaHMH W MH(GOPMHUPOBAHHOCTH IOJIB30BATENEH MO BOIPOCAM 3alUTHI
rH(popMaIuy;
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MOpAOK BBIABJICHHA, OLUCHKU MW YCTpPAaHCHHA y’I3BHMOCTeI>lI I/IH(bOpMaIII/IOHHBIX CHUCTEM (aaﬂee -
yIpaBJeHHUE ySI3BUMOCTSIMN);

MOPSAOK TONYYEHHs, OLEHKHA, TECTHPOBaHWSA W TPUMEHEHHWs OOHOBJICHHH MPOrPaMMHBIX,
MIpOTpaMMHO-aIIIapaTHBIX CPEACTB (Iajee - yIpaBlicHHe 0OHOBICHUSIMH );

MOPSIOK 00pabOTKH, XpaHEHUs U oOpalieHus ¢ vHGopMaIeil orpaHIYeHHOTO JOCTYTIA;

TIOPSIOK oOectiedeHrs (PU3NMIeCKON 3aliThl HH(POPMAIIMOHHBIX CUCTEM;

OPAZOK Pa3pabOTKU 6Ge30MacHOro TPOrpaMMHOTO OBecTeueHHsT B CIydae ero caMoCTOATENbHOI
paspaboTku onepatopom (o0magaTenemM HHYOpMAITNN);

MOPSJOK BBIBOAA B KOHTYP TIPOMBIIUICHHOW O3KCIUTyaTalldd CEPBHUCOB, JOCTYIl K KOTOPBIM
OCYILECTBIISIETCS C UCIIONIb30BaHuEM ceTH "VHTepHeT", B ciiyyae HaJM4Yus TAKUX CEPBUCOB;

TIOPSAI0K MOHUTOPHHTA HH(POPMAIIMOHHOI 6e30macHoCTH HH(POPMAIMOHHEIX CHCTEM;

MTOPSIOK BOCCTAHOBJICHHUS IITATHOTO (DYHKIIMOHUPOBAHUS WH(POPMAIIMOHHBIX CUCTEM M TECTHPOBAHHS
IIPOIIECCOB BOCCTAHOBJICHUS;

MOPSIIOK  KOHTPOJISL YPOBHS 3AIUMIIEHHOCTH HWHQOPMALMH, COAEpKalleicss B HMHGPOPMALUOHHBIX
crcTeMax;

€) BBIICICHUE OpPraHW3alHOHHBIX, TEXHHYECKHX M HHBIX PECYpCOB, HEOOXOIUMBIX Ui 3alIUThI
UH(QOPMAIIHH.

15. Ilpu pa3paboTKe MOJIUTUKU 3alIMTHI MH(QOPMAIUK JOJDKHBI YUYUTHIBATHCS BCE MH(OpMAIMOHHBIC
cucteMbl omepatopa (oOiamarens wuH(OpMAIMH), a TaKkKe HHPOPMAIMOHHO-TEICKOMMYHHUKAIIMOHHAS
nH(ppacTPyKTYypa, ecnu WH(pOPMAITOHHBIE CUCTEMBI (YHKITMOHUPYIOT Ha 6aze
rH(OPMAITMOHHO-TEIEKOMMYHHUKAIMOHHON HH(GpacTpyKTyphl. [lomuTrka 3amuTel nHGOPMAINH YTBEPKIAETCS
pykoBoamTeneM omepaTtopa (oOmamartens wH(pOpPMANWK) WM YIOTHOMOYEHHBIM PYKOBOIHTEIEM OIepaTopa
(obmanarenss wHbOpPMAIMK) JTUIOM (Jajlee - OTBETCTBEHHOE IIMI0) W 00sA3aTellbHA IS HCIIONHEHUS BCEMHU
nopaszaeneHusiMu (paboTHUKaMK) oniepaTopa (00aanaTens nHGOpPMAIIHH) B 9aCTH, UX Kacaroleics.

16. Opranuzanyu, KOTOPBIM IPEIOCTABISAETCS JOCTYN K HMH()OPMAIMOHHBIM CHCTEMaM OIepaTropa
(obnanmatens uHdopMmanuu) U (WIM) coiepikamielcss B HUX MHGOPMALUU JUIsI OKa3aHHUA YCIYT, MPOBEICHUS
pabotr 1o 00paboTKe, XpaHEHWI0 WHGOPMAIUK, CO3JAHHIO (Pa3BUTHIO), OOECIICYCHUIO SKCILTyaTallliH
WHPOPMALMOHHBIX CHCTEM, a TAK)Ke JUIS BHIMOIHEHUs pa0oT, OKa3aHUs YCIyT O 3aluTe nHpopMauuu (aajee -
NOJPSAHbIE OpPTraHU3alliK), JODKHBI OBITH O3HAKOMIICHBI C TOJIMTHKOH 3aliuThl MH(OpMAlWU B YaCTH, UX
KACAOILIEHCS.

OO053aHHOCTh TIOJIPSHOW OpraHW3allii 10 BBITIOJHEHHUIO TIOJUTHKH 3allUThl WHPOPMALUH JOJKHA
OBITH OTpezieNieHa B TIOKyMEHTaxX oreparopa (obmamarens HHPOpMAINK), HA OCHOBAHHH KOTOPBIX B TOM YHCIIE
nepeaaercs WHOOPMAIHS, MPEIOCTABISAETCS MTOCTYIT K MHGOPMAIIMOHHBIM CHCTEMaM olepaTopa (obmamaTerns
nH(pOpMAITIHN) WITH CoMeprKaIeiicss B HUX HHPOpMaITHH.

17. 3amuty wHbOpMANMKM MODKEH OPraHU30BBIBATH PYKOBOJHWTENh omepatopa (oOmamaTens
“H(OPMAIUH) WIIH TI0 €r0 PEIICHUI0 OTBETCTBEHHOE JIHIIO.

18. O6s3anHOCTH ((DYHKIMH) U TIOJTHOMOYHUSI OTBETCTBEHHOTO JIMIA [10 OPTaHU3AIHU IEATEIbHOCTH 110
3amuTe WHGHOPMAIUK, YIPABICHUIO 3alIUTON MH()OPMALMU, a TaKXKe M0 OpraHW3alld KOHTPOIS 3a JaHHOW
JesTeNbHOCThI0 y omepatopa (obnagarens wuHGOpMaUWM) MAOJKHBI OBITH BKJIIOYEHBI B JOJDKHOCTHBIC
00s13aHHOCTH (TPYAOBBIC (PYHKIIMU) OTBETCTBEHHOrO Jinia. CocrtaB 00sM3aHHOCTEH (PyHKIMN) U TTOJTHOMOYUN
OTBETCTBEHHOT'O JIUIIA JIOJDKEH OBITh JOCTATOUYEH Ui OpraHU3ally ACATEIBHOCTH MO 3aluTe HHPOPMALuU H
yIpaBlieHHS 3TOH JEATEILHOCTHIO B COOTBETCTBHM C TpeOOBaHMSAMH, a TakKe OpTraHU3alud KOHTPOJS 3a
JTAHHOW NIEeATEIHLHOCTRIO Y oriepaTopa (o0aamarens HHGOPMAIIHHN).

Hupopmayus 06 usmenenusx: Ilynkm 19 usmenen ¢ 1 cenmsnbps 2026 2. - [Npukaz @CTOK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyto pedakyuro

19. PykoBoaurens omeparopa (oOmagarens WHPOPMAIUK), OTBETCTBEHHOE IUIO JOJDKHBI CO37aTh
(ompenenuTh) CTPYKTypHOE TOApa3AciicHHe WM HA3HAYNUThL OTICHBHBIX CIICIIHATUCTOB, Ha KOTOPBIX
BO3JIararoTcss oO0s3aHHOCTH ((PyHKOWE) To 3amuTe uWHPOpMAuu (majee - CTPYKTYpPHOE TOIpa3ieiicHHue
(CHernuaNuCThI) 0 3anTuTe HHPOPMAITHIH ).

OyHKIME W TOJIHOMOYUS MO 3amuTe WH()OpMAIMU CTPYKTYPHOTO TOJAPA3JICICHUS [0 3alluTe
HHPOPMAITUK  ONPEIENAIOTCS B TONOXKEHHH O CTPYKTYpPHOM TMOJAPA3CICHHH WX HHOM JOKYMEHTE, B

COOTBETCTBHM C KOTOPHIM (DYHKIIMOHHPYET CTPYKTypHOe mompasnenenue’. O6s3aHHOCTH (DYHKIHH) M

MOJTHOMOYHS CTICIIHATMCTOB MO 3aIlUTe WHGOPMAIUH 1O MPOBEICHHIO MEPONPUSATHH W TPUHITHIO MEpP IO
3anuTe HHGHOPMALUU JTOJDKHBI ObITh YCTAHOBIICHBI B UX JOJDKHOCTHBIX OOS3aHHOCTSX (TPYAOBBIX (QYHKIHUAX).
CoctaB o0s3aHHOCTEW (PYHKIMH) W TOTHOMOYHH IO 3amuTe WHGOPMAIMH CTPYKTYPHOTO MOJpa3eeHus
(cmenmanucToB) MO 3amUTe WH(POPMAIWMU JODKEH OBITh JOCTAaTOYECH ISl TPOBEACHUS MEPONpPHUATHH W
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MIPUHATHS Mep 110 3a1uTe HHGOopMaIMy B COOTBETCTBUH ¢ TpeOOBaHUSIMH.
B cnywae wammums y omepartopa (obmamarens wHGOpPMAIUK) CTPYKTYPHOTO TOApa3IeicHMs, Ha

KOTOPOE BO3NOKEHBI (YHKIMH IO 0OECIeYeHNI0 HHPOPMAIMOHHON Ge30MacHOCTH , 3aluTa HHpOPMALIHH
MOJKET OBITh BO3JIOKEHA HAa YKa3aHHOE MOJpa3JiciICHHE.

20. PaOOTHHKH CTPYKTYpPHOTO IMOApa3aeicHUs (CIECIMHUATUCTRI) T0 3aIlluTe WH()OPMAITIH TOJDKHBI
007a1aTh KOMITETEHITUSAMHA, HEOOXOAMMBIMH JIJIS1 BHIITOJTHEHHSI BO3JIO’KEHHBIX Ha HUX 00s3aHHOCTEH ((DyHKITHIA)
Mo 3ammre WHQOpMAIMM B COOTBETCTBHH ¢ TpeboBanmsmu. He wmenee 30 mporeHTOB pabOTHUKOB
CTPYKTYPHOTO TOApa3AesieHusl 0 3anuTe HHQOPMaIUU JOJDKHBI UMETh TIPOeCCHOHAIEHOE 00pa3oBaHHE 110
CHEIMaTbHOCTH HIIM HANpPaBICHHUIO IMOATOTOBKA B 00JAaCTH HWH()OPMAIMOHHOW O€30MacHOCTH WM TPOWUTH
oOydeHue 1o nmporpaMmMe IpodecCHOHATLHOM MEPEOATOTOBKH B 00JIaCTH HH()OPMAITMOHHON 0€301MacCHOCTH.

21. CrpykrypHOe mojpa3zieneHue (ClenuaaicTsl) MO 3amuTe HH(pOpMaluyd AOIKHO (IOJKHBI)
o0ecreunBaTh 3alIUTY WHPOPMAMK BO  B3aMMOJCHCTBUM C  TMOApa3AeieHUus MU  (paOOTHHKAMH),
HCIIOJIB3YIONIMMUA HH()OPMALIMOHHBIC CUCTEMbI, M TOJpa3JieicHUsMU (pabOTHUKAMHU), OOECIICUNBAIOIIMMHU
AKCIUTyaTalHio HHPOPMAIIMOHHBIX CUCTEM.

22. loapasnenenus (paOOTHHUKH), UCIIONB3YIONHE HHOOPMAITMOHHBIE CUCTEMBI, JODKHBI y4aCTBOBATh
B TIPOBEJICHUN MEPONPHUSATHI U MIPHHATHH Mep 10 3aIuTe HHPOpMaIu B 00beMe, YyCTAaHOBJIEHHOM OIIepaTopoM
(obmamarenem mHGOPMANUK) BO BHYTPEHHUX CTAHIAPTAX U PETJIAMEHTAX 10 3aIUTe HHH)OPMAIIHH.

[Honpaznenenus, o0ecrieuNBaIONINE IKCIUTYaTallli0 MH(POPMAIMOHHBIX CHCTEM, TOJKHBI TPOBOIMTH
MEpOTIPHUATHS W TPUHAMATh MEpHl M0 3aIiuTe HHPOpPMAIUKA B XOJE€ CONPOBOXKICHHA, OOCITYXHBAHHS
WH()OPMAITMOHHBIX CHCTEM, TIIOCTaBKHM KOMIUDICKTYIOIUX W WHBIX BHIOB paboT MO SKCIDTyaTaluH
“H()OPMAITMOHHBIX CHCTEM B 00beMe, YCTaHOBJICHHOM orepatopoM (oOmamateneM WHGOpPMAIMK) BO
BHYTPEHHHUX CTaHJAPTaX U periiaMeHTax 10 3alliuTe HHPOPMAIIHH.

23. CTpyKTypHBIM NOApa3eiieHneM (CreHaIucTaMy) 10 3auTe HHHOpMaKU JOJKHBI TPUMEHSATHCS
MIporpaMMHbIe, MPOrpaMMHO-aNIapaTHbIE CPEACTBA, MO3BOJISIIONINE 00ECIECUYNTD BHIMOJIHEHHE BO3JIOKEHHBIX Ha
HUX o0s3aHHOCTeH ((QYyHKUMIT) MO 3amuTe UHQOPMAIMK, B TOM YHMCIIE 1O BBISBICHHIO yIrpo3 0€30MacHOCTH
uHQOpMAaIH, OOHAPYKEHHUIO U MPEIOTBPALICHUIO BTOPKEHHUH, POBEACHUIO KOHTPOJISL YPOBHS 3aIIMIICHHOCTH
uHQOpMAaIH, coJiepKauielicsi B THQOPMAIIMOHHBIX CHCTEMax, MOHUTOPUHTY HH(OpMAIIMOHHOH 0€301MacHOCTH
WHPOPMAIMOHHBIX ~ CHUCTEM, BBISBICHHIO  YSA3BUMOCTEH, KOHTPOJNIO HACTPOEK W  KOH(pUTyparuii
WHPOPMAIMOHHBIX CHUCTEM, a TaKKe CpEACTBA M CHUCTEMbI, NpEJAHAa3HAYCHHBIE JUIS aBTOMATH3allMH H
AHAIMTUYECKOH MOIEPKKA AESITETHHOCTH I10 3aIInTe HH(pOpMany.

CocTaB  mpOrpaMMHBIX, MPOTPAMMHO-ANIAPATHEIX  CPEICTB, HEOOXOJUMBIX  CTPYKTYPHOMY
rmospa3feNieHuio  (CreuanucTaM) 10 3ammTe WHGOPMAIUK JJs  BBHIMOJHEHUS BO3JOXKEHHBIX Ha HUX
o0s13aHHOCTEH ((PYHKIHNH), OTpeAeNsieTcsl BO BHYTPEHHUX CTaHAApTaX M perjaMeHTax Ito 3aIuTe nHopMaimu.

24. Jlns mpoBedeHHS MEpPONPUATHH W NPUHATHS Mep 1O 3ammre HHPOpPMAUU OmepaTopoM
(obnamatenem MHQOpPMAIMK) MOTYT NPHUBIEKAThCS OpPraHU3alUH, UMEIOLINE JIMICH3HI0 Ha AEATENLHOCTD MO

TEXHHYECKOH 3alIuTe KOH(MICHIMATLHON MHbOpMarmyu (nanee - CIELHATH3MPOBAHHBIE OPTAHH3AIIMH).
CocraB NpOBOAMMBIX CIELHMATM3UPOBAHHBIMH OpPraHU3ALMAMU MEPONPUATHH W NPUHUMACMBIX UMH MEp IO
3ammre MH(pOpMAIMK, HCIOIB3YEMBIX MPH 3TOM NPOTPaMMHBIX, HPOTPaMMHO-ANNapaTHBIX CPEACTB,
MpeJHa3HaYeHHBIX [Js 3aliuThl MHGOPMAaLUK, OmpeaessieTcss omeparopoM (oOyagareneM WHQOPMAIHHN).
PaboTHHKH CTpYKTYpHOTO MoApasfefcHus (CHEelHanucThl) Mo 3amuTe UHpopManuu ornepaTopa (obnagarens
UHQOPMAIMH) JODKHBI MPUBIEKATHCS K MIPUEMKE Pe3yIbTaTOB pabOT M yCIYT, BHIMOTHAEMBIX (OKa3bIBAEMBIX )
CTEIUATN3UPOBAHHBIMU OPTaHU3AIMSIMH.

25. Onepatopom (ob6saaareineM HHGOPMAIMK) JOJDKHBI OBbITH pa3pab0OTaHbl U YTBEPIKICHBI:

BHYTPEHHHE CTaHIAPTHI 1O 3aIUTe WHPOPMAIMH, YCTAHABINUBAIONINE TPEOOBAHUS K peallu3allii Mep
Mo 3amure WHHOPMAMHA TPUMEHHUTEIFHO K OCOOEHHOCTSIM JeATEIHHOCTH ollepaTopa (obmamaTers
nH(popMaIun) 1 GyHKIHOHUPOBAHHS WH(OPMAITMOHHBIX CHCTEM;

BHYTPEHHHUE PETJIAMEHTHI MO 3aIInTe WHGOPMALUH, COACpKaIlIre MOPSI0K IPOBEACHUS MEPOIIPUITHH
WIM ONHMCAaHHE pEAIN3yeMbIX IPOLECCOB MO 3amure HHOOPMALUU MPUMEHHUTEIBHO K OCOOEHHOCTSIM
JesITeNbHOCTH oneparopa (o0nanaresns nHpopmanyn) v GyHKIUOHUPOBAHUS HH(POPMALIMOHHBIX CUCTEM.

BHyTpenHue craHmapThl M perijaMeHTHl MO 3aluTe HHGOPMALWU YTBEPKAAIOTCS PYKOBOAUTEIEM
omneparopa (obnagatens nHGOPMALIUU) WK OTBETCTBEHHBIM JIULIOM.

OO6nacTe JeiicTBUS BHYTPEHHHX CTaHAAPTOB M PErJaMEHTOB 110 3aliuTe WH(POPMALUH OINpenesseTcs
oreparopom (obJaaareneM nHGOpMAIIHH).

26. BHyTpeHHHE CTaHIAPThl U PETJIAMEHTHI 10 3alUTe WHGOPMAIIUKU TOBOJSTCS 0 MOJIb30BaTeNeH, a
TaKKe MOAPSTHBIX OpPTaHUu3allid B YaCTH, UX KacatolIencs.

BHyTpeHHUE CTaHAapTBl W pErjaMeHTHl MO 3aluTe WHQOPMAIMM TOJIEKAT HUCIIOJHEHHIO
II0JIb30BATEIISIMU B YaCTH, UX KaCAIOLIEHCS.

O043aHHOCTD MOAPSIIHON OPraHU3aLUH 110 BBHIIOJIHEHHIO BHYTPEHHUX CTaHIAPTOB U PETJIaMEHTOB II0
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3ammrTe WH(pOpMAIMK JODKHA OBITH OMpeselieHa B JIOKYMEHTax omepatopa (oOiiagarelsi), Ha OCHOBaHUH
KOTOPBIX Tepeaaercss WH(popMaIlms, MpeNoCTaBIseTcss JOCTYN K HH(QOPMAIMOHHBIM CHCTEMaM OIeparopa
(obOmamarens MHGOPMAIIMN) WITH COACPIKAIICHCS B HIX HH()OPMAIIHH.

27. CtpykTypHOE ToOIpa3jiefieHne (CHEeNHaInCThl) MO 3amuTe HWH()OpPMAaluu JODKHO (JIOJDKHBI)
pa3pabaThiBaTh U MPEACTABIATH PyKOBOJUTENIO onepaTopa (obnagarens nHPOPMAIIUH), OTBETCTBEHHOMY JTHILY
000CHOBaHHbIE MPEITIOKEHHUS M0 OPraHU3aNMOHHBIM, MATEPUATLHO-TEXHUYSCKUM U HHBIM O0ECTIeYHBAIOIIHM
pecypcaMm, HEOOXOAMMBIM JUIs TPOBEACHUS MEPONPUSATHH W TPUHATHS Mep MO 3amure HHPOPMALUH, C
YKa3aHUEM CBEIICHUH O IeJIAX 3alUuThl HHPOPMAIIUY, Ha JJOCTHKEHUE KOTOPBIX TPEOYIOTCS PECYPCHI, U TIEpEYHS
HETaTUBHBIX TOCIEICTBUH (COOBITHH), HACTYIUICHUE KOTOPBIX IPOTHO3UPYETCS B CIy4Yae OTCYTCTBHS PECYPCOB.

PykoBomutens omepatopa (oOmamatenss uWH(OpManMM), OTBETCTBEHHOE JIMII0O Ha OCHOBE
NpPEACTaBICHHBIX TPEAJOKCHUH H B TpeAelax HMEIONIUXCS CpPEACTB TPeAyCMaTpUBACT BbIJICICHHE
OpTraHM3alMOHHBIX, MaTEPHAJIbHO-TEXHUUYECKUX M HMHBIX OOECHCUMBAOIINX PECYPCOB Ul IMPOBEICHUS
MEpPOIPHUATUN U MPHHATHSA MEP 10 3al[UTe MH(OOPMAIIUK, IPUBJICUCHHUS P HEOOXOAMMOCTH JTOTOIHUTEIBHBIX
CHJI ¥ CPEJICTB JUIS 3aIIUTHl HH(OpMAINK B COOTBETCTBUH ¢ TpeOoBaHUSIMU Ha BCEX 3Talax JKU3HEHHOTO [UKIIA
WHPOPMAITUOHHBIX CHCTEM.

28. VmpapneHue JESTENBHOCTHIO MO 3amuTe HHGOPMALUHU JOJDKHO OCYIIECTBISTHCA B pamKax
(YHKIMOHUPYIOIIEH OpPraHU3allMOHHONW CUCTEMBI YIPABIICHHS, BO3TIABISAEMON PYKOBOAUTENEM OIEpaTopa
(obnamatenss uHGOPMAILIMK) WK MO €r0 PEIICHUIO OTBETCTBEHHBIM JIHIIOM. YTpaBlICHHE ACATEIHLHOCTBIO MO
3amuTe HHHOPMAIUK TOJHDKHO BKITFOYATH!

a) pa3paboTKy U IUIaHUPOBAHUE MEPOTIPUATHI U Mep MO 3aIUTe HHHOPMAITUH;

0) mpoBeCHUE MEPOTIPUATHI U IPUHSATUE MEP 10 3alIUTE UHPOPMAIIHH;

B) MPOBEJICHUE OIICHKU COCTOSIHUS 3allIUThl NUH()OPMAIUH;

T') COBEPLICHCTBOBaHNE MEPOTIPHATHI U MEp IO 3alIuTe HHPOPMALIUH.

29. Ilpu pa3paboOTKe U MJIAHUPOBAHUU MEPOTIPUATHI U MEP IO 3alUTe HHGOPMAIUK JTOJKHBI ObITh:

a) OmpeJeNeHbl COOBITHS B WHPOPMAIMOHHBIX CHCTEMaX, HACTYIUICHHE KOTOPBIX MOXKET MPHBECTH K
HapYIICHHUIO 1eJIeH 3alMThl HH()OPMAIIUH, YCTAHOBJICHHBIX B MOJIMTHUKE 3aI[UThl HH()OPMAIINK;

0) ompeneneHbl WHPOPMAIIMOHHBIE CHUCTEMBI, MPOTPaMMHBIC, MPOTPAMMHO-AMIAPATHBIE CPENCTBA,
HECaHKIIMOHUPOBAHHBIN JTOCTYI K KOTOPHIM M (WJIHM) BO3JICUCTBHE HA KOTOPHIE MOTYT MIPUBECTH K HAPYIICHUIO
Tesielt 3amuThl HHPOPMAIUH, YCTAHOBIICHHBIX B MOJUTHKE 3aIUTHI HHQOpMAIINH;

B) BBISBIICHBI M OIIEHEHBI YIPO3bI 0€30MaCHOCTH UH(pOpMAIMHU, peann3aius (BOSHUKHOBEHHE) KOTOPBIX
MOXET TMPHUBECTH K HAPYIICHHUIO LEeNel 3aiiuThl HWHOOPMAIIUH, YCTAHOBICHHBIX B TOJMTHKE 3all[UThI
rH(popMaIuu (aanee - yrpo3bl 0€30MacHOCTA UHPOPMAIIHH);

T') OIpEe/ENICHbI COCTaB M CPOKH MPOBEJICHHSI MEPOTIPUATHIA U MIPUHATHS MEP IO 3alIUTe WHPOPMAIUH H
OLIEHEHBI HEOOXOIUMBIE JIsl 3TOTO PECYPCHI.

30. [IpoBoaMMbIC MEpPONPUATHS W NPUHUMACMBIC MEpPHI MO 3alUTe HH(POPMAIUU JOJKHBI OBITh
HampaBlieHBl Ha OJIOKMpOBaHUE (HEHTpanM3alrio) aKTyalbHBIX JUIi WHQOPMAIHOHHON CHCTEMBI YIpo3
Oe3onacHocTH MHMOpMANUK (Jlajiee - akTyalbHbIE YTPO3bl) B COOTBETCTBHHU C IETSIMH 3alUThI WHPOPMAIUH,
OMPEICTICHHBIMU B MTOJIMTHKE 3AIIUTHI HH)OPMAIUH.

B 3aBucumocTH OT 1emnel 3ammuThl MH(GOpMAIMM MEPONpPUATHS W Mephbl MO 3alluTe WHPOPMAIUH
JIOJDKHBI OBITH HAITPABIICHBI HA!

a) WCKIIOYECHHE YTCUKd WHGPOPMAIMK OrPAHMYCHHOTO JIOCTYNa W WHOW KOH(UICHIUATLHOU
rH(popMaIuy;

0) TmpeaoTBpaIllCHHEe HECAHKIMOHUPOBAHHOTO JOCTynma K HHOOPMAIIMOHHBIM CHCTEMaM U
coJieprKalelicss B HUX nHpopMaiuu, oOHapyxeHrue (akToB HECAHKIIMOHHUPOBAHHOTO JIOCTYIA U pearnpoBaHUE
Ha HUX;

B) MpPEAOTBPALICHHE HECAHKIIMOHUPOBAHHON Moaudukanmu uHPOpMalmu, OOHapykeHHe (aKTOB
HECAHKIIMOHUPOBAHHON MOJTU(PHUKAIIMY U PEaripOBaHKUE HA HUX;

I) NpeIOTBpalllCHUE HECAaHKIMOHUPOBAHHOW TMOAMEHbI HH(GOpMaIuK, oOHapykeHue (aKToB
HECaHKIMOHWPOBAHHOW MOIMEHBI M pEarnpoOBaHUE HA HUX;

1) IpeIoTBpallleHHe HeCAaHKIIMOHUPOBAHHOTO yAaICHUsI HHPOPMAIIUK U MPOTPAMMHOTO 00eCIIeUeHHS,
oOHapyxeHne (PaKTOB HECAHKIIMOHUPOBAHHOTO yJIAJICHHS U pearupoBaHUe HA HUX;

€) HUCKIIOYCHHE WM CYIIECTBEHHOE 3aTpyJHEHUE OTKa3a B OOCITYKWBaHHM aBTOPHU30BAHHBIM
MOJTb30BATENISIM HH()OPMAIIMOHHBIX CUCTEM;

) HEJOMyIICHUE HCIOIb30BAHUS UH(MOPMAIIMOHHBIX CUCTEM U COJICpIKaIlIeicsl B HUX HHPOPMAIUK HE
0 HA3HAYCHHIO;

3)  WCKJIIOUYEHHWE  WIM  CYIIECTBEHHOE  3aTPyJHCHHUE  HApYIICHUS  (PYHKIUOHHPOBAHHS
(pabotocnocobHOCTH) HHPOPMALIMIOHHBIX CHCTEM;

1) HEJOMyIleHHE PaCIpPOCTPAHEHUSI C MCIOIb30BaHUEM WHPOPMAIMOHHBIX CHCTEM HPOTHBOIPABHOM
UHQOpMAIHH;
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K) o0ecrieueHre BO3MOXKHOCTH BOCCTAHOBJICHHSI B YCTAaHOBJCHHBIE omeparopoM (oOnamarenem
WHPOpPMAIUK) CPOKH JOCTYyIa aBTOPU3OBAHHBIX IOJIb30BaTeneld K HWHMDOPMAIMOHHBIM CHUCTEMaM H
comep)kamielics B HUX HWHQPOpPMAIINW, 3a0JIOKMPOBAHHOW BCIICICTBHE peau3anuu (BO3HUKHOBEHHS) YIPO3
Oe3omacHOCTH HH(DOPMAITHH;

1) obecrieueHHEe BO3MOXXHOCTH BOCCTAHOBJICHHS B YCTAaHOBJCHHBIC omepatopoM (oOmamaTenem
uHpOpPMAITUK) CPOKH HWHPOPMAIMH, MOJUPHUIMPOBAHHOW WM YHHUYTOXKCHHOW BCIEJCTBUE peaTU3alliu
(BO3HMKHOBEHUS) Yrpo3 0€30MacHOCTH HH(OpMALKH.

HUngpopmayus 06 usmenenusix: Ilynkm 31 usmenen ¢ 1 cenmsaops 2026 e. - lNpuka3z @CTOK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyro pedakyuro

31. OtueHKa COCTOSHHS 3aIUTHl MHPOPMAIIUU JOKHA TIPOBOUTHCS HA OCHOBE OTIPECIICHUS:
a) TOKa3aTels, XapaKTepU3YIOIIero TEKyIllee COCTOSHUE 3alllUuThl HH(QOpManuu OT 0a30BOTO YPOBHS
yrpo3 0e30macHOCTH HHpOpMaIHH (J1ajee - OKa3aTelb 3alUIIeHHOCTH KSH);

HUndhopmayus 06 usmenenusix: Iloonynkm "6" usmenen ¢ 1 cenmsops 2026 e. - [pukasz @CTOK Poccuu om
8 masn 2026 . Ne 137
Cwm. npedbidywyto pedakyuro

0) moka3zaTesi, KOTOPBIH ONpenenseT JOCTaTOYHOCTh M 3(PPEKTUBHOCTh MPOBEACHHUS MEPOIIPUATHHA 110
3ammTe uHpopManuu (aajee - moKa3areib YPOBHS 3penoctd Y ).
31

Jus ompeneneHuss 3HaUYe€HWH M pacyeTa IOKas3aTess 3alldIIeHHOCTH Km W TIOKa3aTensi YpPOBHA
3pENIOCTH Yw IOJDKHBI TIPUMEHATHCS METONWYecKne IOKyMeHTHI, yTBepkmeHHble DCTOK Poccum B

cooTBeTCTBHH ¢ ab3auemM BTopbiM nyHKTa 5 u nognyHktoMm 4 nyHkTa 8 Ilonoxenus o ®CTIK Poccun
(manee - meroanueckue qokymeHTs PCTOK Poccun).

Undhopmayus 06 usmenenusix: Ilynkm 32 uzmenen ¢ 1 mapma 2027 e. - [lpukaz @CTIK Poccuu om 8 mas
2026 2. Ne 137
Cwm. 6ydywyto pedakyuro

32. Pacyer W oOIEHKa IIOKasareias 3allAIIEHHOCTH Km JIOJDKHBI  TIPOBOJIUTHCS  OTIEPATOPOM

(obnanarenemM uHGpOpMaIMKM) HE PEXe OJHOIO pa3a B IISCTh MECAIeB. PacueT W OlleHKa moKa3aTels YPOBHS
spenoct I 10mKHEI IPOBOAUTRCS OnepaTopoM (o0naxarenem UHQOpMaIK) HE peKe OJHOTO pa3a B JiBa

roaa.
0] IMMOJIYYCHHBIX II0 pE3yJjibTaTaM OLCHKHU 3HAUCHHUAX IMOKa3aTeCJIsd 3allUIICHHOCTH KBH 1 T10Kas3aTelisd

YPOBHA 3pCIIOCTU H3 B ClIyda€ HUX HCECOOTBCTCTBHMA HOPMHPOBAHHBIM 3HAYCHUAM, YKa3aHHbBIM B
u

meroanueckux nokymeHtax ®CTIK Poccum, B TeueHue 3 KalleHOApHBIX AHEH CO JHS 3aBEpLICHUS TaKOU
OIICHKH WH(POPMUPYETCS PYKOBOJAUTENH omepartopa (oOmamaTtens WHPOpPMAIMU) IS MPUHATHS PEIICHUS O
MIPOBEJICHUH MEPOIPHUITUN MO COBEPUICHCTBOBAHHUIO 3alIMThl MH()OPMALIMU U MPUHSATHH MEP MO MOBBIIICHUIO
YPOBHS 3aIIUIICHHOCTH HH(OPMAITUH, COJIEPKAIICHCS B MHPOPMAIIMOHHBIX CUCTEMAX.

Pe3ynbTaThl OIIEHKM MOKa3aTeNsl 3alUIEHHOCTH K3H U TI0Ka3aTeNsl YPOBHS 3pEIOCTH 1'[3H B CPOK HE

no3aHee S5 pabouux JHEH IMocie IHSA MX pacyera JOJDKHBI HamNpaBiIsAThCs orepaTopoM (oOiamarenem
unpopmarnn) B ®CTOK Poccuu B 1mensiXx MOHHUTOPWUHTA TEKYIIETO COCTOSHUS TEXHUYECKOM 3alluThl

I/IH(I)OpMaLII/II/I 1 OICHKH 3(1)(1)CKTI/IBHOCTI/I JIESTEIIbHOCTH M0 TEXHUYECKOMN 3aluTe I/IH(I)OpMaLII/II/Im.

Hupopmayus 06 usmenenusx: Ilynkm 33 usmenen ¢ 1 cenmsnops 2026 e. - [Npukad @CTIOK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyro pedakyuro

33. Ilo pemenuo pykoBoauTens omeparopa (oOmazatenss WHPOPMALUH), OTBETCTBEHHOIO JHIA
CTPYKTYPHBIM ToOJpa3jieicHueM (CHelHuaaucTaMi) Mo 3aiure HHGOPMAIMU C y4acTHEM NOJpa3/eiCHUN
(pabOTHUKOR), HCIOJIB3YIONIMX WH(OPMAITMOHHBIC CUCTEMBI, MOIpa3aeiacHui (paOOTHUKOB), 00ECIICUNBAIOIIIX
IKCIUTyaTallMi0 MH()OPMAIMOHHBIX CHUCTEM, pa3padaThIBAeTCs IUIaH MEPONPHUSITHIA IO COBEPIICHCTBOBAHUIO
3alUThl HHPOPMALIMHU, CoAepxKaleiicss B MH()OPMAIMOHHBIX CHCTEMaX, B KOTOPOM B TOM YHCJIC YKa3bIBAKOTCS
HAaUMEHOBAaHUS MEPOIPHUATUN, CPOKM MX BBINOJIHECHHS, MojapaszeicHus (paOOTHHUKH), OTBETCTBCHHBIC 3a
pearn3aIuio Kaxa0ro MEPOTIPHUSTHSL.

[Inan yTBepkaaercs pyKoBOAUTENEM omnepaTopa (obmamarenst HHPOPMAaIKH), OTBETCTBEHHBIM JIUIIOM H
JIOBOAMTCS IO TIOJpa3ienennii (paboTHUKOB) oreparopa (obmamarens HHPOPMAIIMN) B YACTH, UX Kacaromercs.
PesynpraTom peanuzanuy MEpONPHUATHHN TUTAHA SBISETCS HOCTIDKEHIE 3HAUCHUS TToKa3aTels 3anuieHHocty K
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He HIDKe HOPMHUPOBAHHBIX 3HAYEHNH, YKa3aHHBIX B MeToandeckux nqokymeHTax ®CTOK Poccum.
3A

I11. ITpoBegenne MepoNpPUATHIL U PUHATHE Mep 110 3aIuTe HHPOPMALIUH

34. Jlna mocTKeHUs 1eNel 3aluTh HHPOopMay oreparopom (obmagareneM WHGOPMAIIIH) JTOJDKHBI
IIPOBOAMTHCS CIIEAYIONUE MEPOIIPHSITHS:

a) BBIABJICHHE U OLIEHKA yrpo3 Oe30nacHocTd HHpOpMaLuy;

0) KOHTpOJIb KOHGUTYpaii HHPOPMAIIMOHHBIX CHCTEM;

B) YIpaBJIeHHUE ySI3BUMOCTSAMHU;

I') yIipaBjieHue OOHOBIICHHUAMU;

1) oOecrieueHUe 3alUThl WHGpoOpMaIMu Tpu 00pabOTKe, XpaHCHHH W OOpalieHuu ¢ UHPOpMAIUCH
OTpaHMYEHHOTO JIOCTYIIA;

e) obecrieueHue 3auuThl THPOPMAIMH TIPU IPUMEHEHNH KOHEYHBIX YCTPOMCTB;

) obecrieueHne 3amnTh NH(GOPMAIIH MTPH IPIMEHEHUH MOOMITFHBIX YCTPOMCTB;

3) oOecrieueHre 3aIUTh HHPOPMAITHU TP YIAUICHHOM JOCTYyIIE MOIb30BaTele K HHHOPMAITMOHHEIM
CUCTEMaM;

1) oOecriedeHne 3alUTHl  WHGOpPMAIMM TPH  OSCIPOBOJHOM JOCTYIlE TIONB30BaTeled K
“H(OPMAITMOHHBIM CUCTEMaM;

K) oOecrieyeHue 3amMThl HMHGQOPMAUMK NpPU TNPEJOCTABICHUM IOJB30BATEJISIM JOCTyHa K
WHPOPMALIMOHHBIM CHCTEMaM, MPeoyCMaTpPHUBAIOLIET0 YTCHUE, BBINOJIHEHUE, M3MEHEHHE, 3allCh, yAalcHHUE
mporpaMM u (M) ZaHHBIX B UHPOPMAIIMOHHBIX CHCTeMaXx (J1anee - NpUBUIICTHPOBAaHHBIN JOCTYI);

1) obecrieueHue MOHUTOPHUHTa HH(POPMAIIHOHHOM O€30MacHOCTH;

M) obecrieueHre pa3paboTKU 0€30MaCHOTO MPOTPAMMHOTO 00CCIICUCHHS,

H) obecrieueHue GU3NIECKO 3alUThl HHQOPMAIIMOHHBIX CUCTEM;

0) obecreyeHre HEMPEPhIBHOCTH (DYHKIIMOHUPOBAHUS UH(OOPMAIMOHHBIX CUCTEM ITPH BO3HUKHOBEHUHU
HEIITATHBIX CUTYAIIHIA;

1) TIOBBIIEHWE YPOBHS 3HAHWH W WH(GOPMUPOBAHHOCTH IIOJIb30BaTeNeld IO BOMPOCAM 3aIIUTHI
nHpOpMaITHy;

p) obecrieuenre 3amuThl HHGOOPMAITUH TTPH B3AUMOJIEHCTBHH C MOAPSAIHBIMU OpPTraHU3AIIIMI,

¢) obecrieueHre 3auThl OT KOMITBIOTEPHBIX aTaK, HAlIPaBIEHHBIX HA OTKA3 B 0OCTY)KUBAHUH,

T) oGecreueH e 3aUThl HHPOPMALMHU TIPU HCIIOIb30BAHUN HCKYCCTBEHHOTO HHTEIIEKTa '

y) peanmuzanus B MHPOPMAIMOHHBIX CHCTEMaxX Mep MO WX 3alluTe W 3allUTe COJIEpKaIleics B HUX
rH(popMaIuy;

¢) mpoBeneHre KOHTPOJISL YPOBHS 3alMIIEHHOCTH MH(POPMALIUK, coAepKalieicsl B MHPOPMALIMOHHBIX
CUCTEMaX;

X) oOecrneyeHHe HEMPEPHIBHOTO B3aUMOACUCTBHS C TOCYIapCTBEHHOH CHCTEMOH OOHapy)KeHUs,
NpenynpekIeHUss W JIMKBUAALUWHM TOCIEICTBHN KOMIBIOTEPHBIX aTaKk Ha WH(POPMALUOHHBIE PECYpPCHI
Poccuiickoii @enepanuu.

Hupopmayus 06 usmenenusx: Ilynkm 35 usmenen ¢ 1 cenmsnops 2026 2. - [Npukaz @CTIK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyro pedakyuro

35. JlocratouHocTs W 3(QQPEKTUBHOCTh MPOBOAMMBIX MEPOIPHUATHH (peaJH30BaHHBIX IPOIECCOB)
OLICHUBAIOTCSA ONEPAaTOPOM IO PE3yJbTaTaM OIPEACIICHUs II0Ka3aTeiasl YPOBHS 3aLIUILEHHOCTH Kgl4 B

COOTBETCTBUH ¢ NyHKTaMu 32 u 33 TpeboBaHuii.

36. MeponpusiTHs 1O BBISBICHUIO W OLEHKE Yrpo3 0Oe3omacHOCTH WH(POpMAIMK  JOJKHBI
NpeayCMaTpUBaTh OIpee]ICHHE B X0/Ie CO3JaHtsl HH(POPMALMOHHBIX CHCTEM aKTyallbHBIX YTPO3 H pa3palboTKy
B CIydYasX, YCTaHOBJICHHBIX TPEOOBAHWSIMY K MOPSIAKY CO3[aHHs, DPa3BUTHS, BBOJA B OSKCIUIyaTaIHIO,
9KCIUTyaTallid ¥ BBIBOJA M3 DKCIUTyaTallMd TOCYJapCTBEHHBIX WH(POPMAIIMOHHBIX CHCTEM W JalbHEHINEero
XpaHEeHusl cojepkamiedicss B ux 0a3ax [JaHHbIX UMHGOPMAILUM, YTBEP)KICHHBIMH [1OCTaHOBIIEHUEM
[IpaButensctBa Poccuiickoit ®eneparuu ot 6 wmroms 2015 r. Ne 676, mogmeneit yrpo3 Oe3zomacHOCTH
nHpOPMAIUK, a TaKKE CBOCBPEMEHHOE BBIABICHHE AKTyaJbHBIX YIpo3 M MX OLEHKY B XOJE 3KCILUTyaTallH
UHGOPMALIMOHHBIX CHCTEM.

Mogens yrpo3 Oe3omacHOCTH HWHGOpPMALUK B CiIydae ee pa3pabOTKM JOJDKHA HCIIOJIB30BATHCS B
KayecTBE UCXOJHBIX JaHHBIX IS pa3paOOTKU M BHEAPEHHS MEp M0 3aliuTe HHPOPMAaLUH, a TaKkke Ui BbIOopa
CpeACTB 3aluThl HHpOpMaMU U UX QYHKIHOHAIBHBIX BO3MOXKHOCTEH B X0JIe cO3/1aHMsl (Pa3BUTH) OJCHCTEM
3amuThl MHGOpManMu MHGOPMALMOHHBIX CHcTeM. PemieHne o HE0OXOAWMOCTH Pa3pabOTKU MOACIH YIpo3
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0e3omacHOCTH WHPOPMAIMK B XOJIC CO3J[aHUsI HEroCyJapCTBEHHBIX HMH()OPMAIMOHHBIX CHCTEM MPUHHUMACTCS
pyKoBoauTeeM ornepaTtopa (o0ranaTens HHGOPMAIHN), OTBETCTBEHHBIM JIHIIOM.

B xome skcmmyaTtanmuy HWH(GOPMAIMOHHBIX CHCTEM JIOJDKEH OBITh OOeCIedeH MOWCK MJaHHBIX |
MPU3HAKOB, NACHTUHUIUPYIOMNX HAMYHE aKTyaJbHBIX YTPO3, IPOBEICHA MPUOPHTH3ALMS BBISBICHHBIX YIPO3
0e30MmacHOCTH WH(OpPMAIUK, OCYIIECTBICHO OINOBEIICHHE NOApa3JeieHuil (paOOTHHKOB) orepaTopa
(oOmamarens wHGOpPMANMK) O BBISBICHHBIX aKTYAIBHBIX yrpo3ax. [Ipy HaJMYuMM TPH3HAKOB peau3aliiu
(BO3HMKHOBEHUS) aKTYAJIBHBIX YIPO3 JAOJKHBI OBITH MIPUHATH MEPHI 110 UX OJIOKMPOBAHUIO (HEUTPaIH3aLUH).

37. MeponpusaTiss O KOHTPOJIO KOH(PHUrypauuii WHPOPMAIMOHHBIX CHCTEM JAOJDKHBI HCKIIOYATh
HECAaHKLIMOHUPOBAHHOE  M3MEHEHHWE  COCTaBa  MPOrPaMMHBIX,  MPOrPaMMHO-ANNapaTHBIX  CPEICTB
WHPOPMALMOHHBIX CHCTEM, MX HACTPOCK M KOH(HTYypauui, yCTAaHOBJIECHHBIX BO BHYTPEHHHX CTaHAapTax IO
3ammTe MHQOpMAIMK, a Takke oOeclieunBaTh OOHapykeHHe (PakTOB HECAaHKIIMOHMPOBAHHBIX M3MEHEHUH H
BBIABJICHHUEC IPUYUH N3MEHEHU.

Kontpone koHpurypanuii WHPOPMAIMOHHBIX CHUCTEM JOJDKEH OCYIISCTBIISITHCS HAa OCHOBE aHaIN3a

pe3yabTaToOB ydeTa UT-aktiBOB'® 1 (wnu) cBeAcHM, COIEpIKAIIUXCS B aBTOMATH3MPOBAHHBIX CHCTEMax
XpaHEHUS W YIPABJICHUS NaHHBIMH 00 MH()OPMAIMOHHBIX CHCTEMaX M HMX KOH(QUTrypamusx (MpH HAIAYUH
cucteM wuHBeHTapm3anuu WT-aktuBoB). CTPYKTYpHOMY MOAPA3JCICHHUIO (CIIEMATNCTaM) TI0 3aIluTe
nH(pOpMAITUH TODKEH OBITH 00ecTIeueH JOCTYT K YKa3aHHBIM CBEICHISIM.

38. MeponpusaTus IO YIPABICHUIO YSI3BUMOCTAMHU IOJDKHBI BKIIOUATh BBIABIICHHUE YSA3BUMOCTEH
MH()OPMAITMOHHBIX CHCTEM, OLEHKY MX KPUTHYHOCTH, OIpENEIeHHE METOAOB W NPHOPUTETOB YCTPaHEHHS
YSI3BUMOCTEH, a TAK)KE KOHTPOJIb 32 YCTPAaHEHUEM YSI3BUMOCTEH.

YcTpaHeHue ysS3BUMOCTEH, KOTOPhIE MOTYT OBITh WCIOJB30BAHBI HAPYIIUTEISMU, WIH HCKIIOYCHHE
BO3MOXXHOCTH WX WCIOJB30BAaHUS 32 CUET NPUMEHEHHS KOMIICHCUPYIONIUX Mep JOJDKHO IPOBOJUTHCS
oreparopom (obraaareneM HHGOPMAIIHH):

B OTHOIIGHHH ySI3BUMOCTEH KPHTHUECKOIO YPOBHS ONACHOCTH ~ - B CPOK He Gonee 24 4acos;

B OTHOLICHUH YS3BUMOCTEH BBICOKOI'O YPOBHSI OIIACHOCTH - B CPOK HE OoJiee 7 KaJleHOapHBIX JHEH.

B oTHOmIEHNN ySA3BUMOCTEH CPEAHEro U HU3KOTO YPOBHEH OMAaCHOCTH CPOKH M MOPSIIOK UX YCTPaHEHHS
ONPENENsIOTCS BO BHYTPEHHEM perjamMeHTe Mo 3amure HWHQOpMaluu HUCXOAsS M3 OCOOCHHOCTEH
(YHKIMOHUPOBaHUS MH()OPMAIIMOHHBIX CUCTEM.

[pu BBIsIBIEHNH YSA3BUMOCTEH HH()OPMAIIMOHHBIX CHCTEM, CBEJICHUSI O KOTOPHIX OTCYTCTBYIOT B OaHKe
JaHHBIX yrpo3 O0e3omacHoctu uHGopmannu ®CTOK Poccuu, onepatop (obnamarens nHGOpMAIMK) B CPOK HE
6oree 5 pabouux JHEH C ATl TAKOTO BBIABICHUS JOJDKEH HanpaBuTh HHPopManuio 06 ys3sumocta B PCTOK
Poccuu nmist  onlieHKM HEOOXOJMMOCTH BKJIFOUEHHS BBISIBICHHOW VYSI3BUMOCTH B 0OaHK JaHHBIX YIrpo3

6esomacuocTy nadopmarmn PCTIK Poccuu'”.

Hupopmayus 06 usmenenusx: Ilynkm 39 usmenen ¢ 1 cenmsnbps 2026 2. - [Npukaz @CTIOK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyto pedakyuro

39. Meponpustuss 1O YIpaBICHHIO OOHOBICHHUSAMH JOJDKHBI BKIIOYATH MPOBEIEHHE IPOBEPKU
MOJUTMHHOCTH Y IENIOCTHOCTH OOHOBIICHHH MPOTPaMMHBIX, POTrPaMMHO-AIIAPATHBIX CPEICTB, TECTUPOBAHHUE
OOHOBJICHWIT JI0 MX TPUMEHEHHUs B KOHTYpaxX MpPOMBIIUIEHHON DKCIUTyaTanud WH()OPMAIIMOHHBIX CHCTEM,
BBIAYy paspelieHus moapasencHsM (paboTHIKaM) omeparopa (oOmamatens nHGOpMAHK) Ha TIPUMECHEHHE
OOHOBIIEHUI TPOTPaMMHBIX, TIPOTPAMMHO-AIIIAPATHBIX CPEJICTB B KOHTYPaxX MPOMBIINUIEHHON AKCILTyaTalluu
“H()OPMAITMOHHBIX CHCTEM C HCIOJF30BAaHMEM OE€30MAaCHBIX HACTPOEK W KOH(HUTypaIuii, yCTaHOBIEHHBIX BO
BHYTPEHHHX CTaHAapTaxX MO 3aluTe MHPOpManud. becKOHTpoIbHAsE yCTaHOBKAa OOHOBIEHHHA MPOTPAMMHBIX,
MIPOrpaMMHO-aNIapaTHBIX CPENICTB HE JIOIMYCKACTCS.

Cpokn  mpuMeHEHHs  OOHOBJIEHHH  NPOTrpaMMHBIX,  NPOrPaMMHO-AlNapaTHBIX  CPEACTB,
MpeJHa3HaYeHHBIX Ul YCTPaHEHHs YS3BUMOCTEH, yCTaHABIMBAIOTCS BO BHYTPEHHEM pErjlaMeHTE IO 3alluTe
WHPOPMALUK B 3aBUCUMOCTH OT CPOKOB YCTPAaHECHHUS YSI3BHMOCTEH COOTBETCTBYIOIIMX YPOBHEH OMAacHOCTH H
PHUCKOB, CBS3aHHBIX C IPUMEHEHHEM OOHOBIICHHI POTPAMMHBIX, IPOTPAMMHO-ANIapPaTHBIX CPEACTB.

40. MepormpusTus 1o 3amure nHbpopManuu npu oopaboTke, XpaHEHUH U 00palIeHUH ¢ WHPOpPMaIUeH
OTPaHMYEHHOTO JIOCTYIA JOJDKHBI HCKITFOUaTh:

HETNpaBOMEPHOE pacnpocTpaHeHHe HHPOPMAIUH OTPAHUIEHHOTO JIOCTYIa BHE 3aBUCUMOCTH OT ()OPMBI
ee TPeCTaBICHNS, B TOM YHCJIEe C UCTOIh30BaHHEM HH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETed U CeTH
"UnTepHet";

JOCTYT K WH(HOPMAITUH OTPaHWYSHHOTO JAOCTYIIA JIUI, ISl KOTOPBIX HH(POPMAIKS HE MpeTHA3HAYCHA H
(nnmn) UTst KOTOPBIX TaKOHM JOCTYI 3ampelieH.

[IpoBoarMEIE MEPOTIPUATHSI TOJDKHBI BKIIIOYATh OIpeieieHne NHPOPMAIMH OIPAaHNYEHHOTO JIOCTYTA H
MpeJHa3HaYeHHBIX JJIS1 €€ XPaHEHUs! MPOrpaMMHO-ANMapaTHBIX CPEACTB, & TAKKE KOHTPOJIb M PETHCTPALHIO
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Bcex (DaKTOB JOCTyma TIOJB30BATENEl K MPOTpaMMHO-ANIMapaTHBIM CPEJICTBAM, B KOTOPBIX XPaHHUTCSA
nH(pOpMAaIs OrPaHUYEHHOTO JOCTYTIA.

Kontpons 06paboTku, xpaHeHHs MH(OPMALKUU OrPaHUYEHHOI'O JOCTyIa B NMPOrpaMMHO-aIIapaTHBIX
CpeACTBaxX U ee NepeAadyu JODKEH OCYIIECTBIATHCA B COOTBETCTBHU C BHYTPEHHHUM PEIJIaMEHTOM II0 3allUTe
nHpopMaruu. O (axkrax HEIIPaBOMEPHOTIO PACHPOCTpaHEHHS MH(POPMALUU OTPAHHUYEHHOTO AOCTyNa U (WJIN)
JOCTyHna K CpeAcTBaM ee oOpaOOTKM W XpaHEHHUsl AOJDKEH ObITh HE3aMEeAJHMTENbHO NPOMH(YOPMUPOBaH
pyKoBoIUTENb oneparopa (odnaaatesns HHGOpMAaLKH), OTBETCTBEHHOE JIUILIO.

HUndpopmayus 06 usmenenusix: Ilynkm 41 usmenen ¢ 1 cenmsaops 2026 e. - lNpuka3z @CTOK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyro pedakyuro

41. MeponpusaTus 10 00ECIEUYEeHUI0 3aIuThl WHGOPMAIMK NPU NPUMEHEHHH KOHEYHBIX YCTPOWCTB
WH()OPMAITMOHHBIX CHUCTEM JIOJDKHBI HCKIIOYaTh BO3MOXHOCTh HECAHKI[MOHUPOBAHHOTO JIOCTyHa K
“H()OPMAITMOHHBIM CUCTEMaM U KOHEYHBIM YCTPONCTBAM WJIM BO3JICHCTBHS Ha HHUX 4Yepe3 HHTEPQEHCH H
MOPTHI, B3aUMOJCHCTBYIOIIHE ¢ ceThio "MuTepHer" u (unu) noctynueie u3 cetu "UutepHet".

3ammTa KOHEUHBIX YCTPOMCTB WH(GOPMAIIMOHHBIX CHUCTEM JIOJDKHA BKIIIOYATH PEAM3aldI0 B HUX B
COOTBETCTBMM C TpeOOBaHMSIMH Mep IO 3aluTe HHPOPMAIMKA OT HECAHKIIMOHMPOBAHHOIO IOCTyHa U
MPOBEICHUE HA HUX MOHUTOPHWHTA U aHAJIN3a TPOIIECCOB U COOBITUH C NEIBIO BRISABICHUS aKTyaJIbHBIX YIPO3, a
TaKKe TPETYIPEKACHIS O MPOU3OMICAMNX COOBITUAX Oe3omacHOCTH. KOHTPOb HMCIOIB30BaHUS KOHEUHBIX
YCTPOWCTB [TOJMKEH OCYIIECTBIATHCS B COOTBETCTBUM C BHYTPEHHHUMH CTaHJApTaMH W periIaMeHTaMH IIO0
3amuTe HHHOPMAITHH.

HUndhopmayus 06 usmenenusix: Ilynkm 42 usmenen ¢ 1 cenmsaops 2026 e. - [Npuka3z @CTOK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyto pedakyuro

42. TlocpenCTBOM TIPOBEICHHUS MEPOIPHUATHH 110 OOCCICUYCHHUIO 3alUThl WHOOpPMAIUMH IIPH
MIPUMEHEHUN MOOWJIBHBIX YCTPOICTB [OJDKHA OBITh HCKIIOUEHA BO3MOKHOCTh HECAHKIMOHMPOBAHHOTO
noctyna (Bo3meHcTBHA) K MH(GOPMALMOHHBIM CHCTEMaM W COJepiKallelcss B HUX HHGOPMALUH, a TaKkKe K
B3aMMOJCHCTBYIOIIMM C HUIMU MOOMJIBHBIM YCTPOHCTBAaM M COAEpKalleiics B HUX MH(OpMaLUU Yepe3 KaHaJIbI
nepeaayr MOOMIBHBIX JaHHBIX, MOOMJIBHBIE CEPBUCHI, MHTEP(EHUCH M MOPTHI MOOMIIBHBIX YCTPOMCTB.

[Ipy npuMeHEeHUH MOJBL30BATENAMH MOOWIBHBIX YCTPOMCTB Uil JAOCTyna K HWH(QOPMAIMOHHBIM
cUcTeMaM W coJepKalieiicss B HUX HH(OpMalWMW B LENSX BBIMOJHEHHS CBOMX O0si3aHHOCTEH ((yHKUHIA)
orepatop (oOmamatens WHGOPMALMHU) JOJKEH NMPUHUMATh MEpHl 10 3alUTe HH()OPMAIMOHHBIX CHUCTEM H
coJiepkalieicsi B HUX HHQOpMAaInH, B TOM YHUCIIE:

o0ecrnieunBaTh 3aIIUTy KaHAJIOB MEpeJadn JaHHBIX;

OCYIIECTBJIATh AOCTYII TOJH30BATEICH C MPHUMEHEHHEM CTPOTOH WM yCHJICHHOH MHOTO(aKTOPHON

ayTeHTH(UKALMH .

[onp3oBareneM 0MmKeH OBITh HCKITFOUEH HECAHKIIMOHUPOBAHHBIN JIOCTYIT K MOOMIBHOMY YCTPOWUCTBY.

43. IlpuMeHeHne TIOIB30BATENAMH JIMYHBIX MOOMIBHBIX YCTPOMCTB AUl AOCTyINA K WH()OPMAITMOHHBIM
CHUCTEMaM W coJepKalleics B HUX WHPOPMAIUHA C IEIbI0 BBITOJIHCHHUS CBOMX OOs3aHHOCTEH ((DyHKITHIA)
JIONTyCKaeTcsT B CIIydae COOTBETCTBUS MOOWJIBHBIX YCTpoWicTB TpeOOBaHUSIM W HAIU4YUs Yy oOIeparopa
(obnanmatens nHGOPMAIIUH) BO3MOKHOCTH KOHTPOJISI UCTOIBb30BaHHUS MOOMIBHBIX YCTPOWCTR.

44. KoHTpOJb HCIMOIb30BAHUS MOOWIBHBIX YCTPOWCTB JOJIKEH OCYIICCTBIATHCS B COOTBETCTBHU C
BHYTPCHHUMH CTAHIAPTAMHU M PErJIAMEHTAMH TI0 3aIUTe HHPOPMAIIHH.

HUngpopmayus 06 usmenenusix: Ilynkm 45 usmenen ¢ 1 cenmsaops 2026 e. - lNpuka3z @CTOK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyro pedakyuro

45. Tlpn npyUMEHEHHHU TOJB30BATEIMH MOOWIIBHBIX YCTPOWMCTB Ul JOCTYyNa K HH(OPMAIMOHHBIM
cUcTeMaM W cojaepikalleiics B HUX HH(OpMAIM{, HE CBA3aHHOTO C BBHIMOJHEHHWEM II0JIb30BAaTElIEM CBOUX
oOs3aHHOCTEH (PyHKOMII), B TOM 4YHCIe A JOCTyma K OOMeNOCTYynHOH wHHGOpMauuy, OnepaTopoM
(obnamateneM WHQOpPMANMK) IODKHBI MPUHUMATBCS MeEphl MO 3alluTe HHMOPMALMOHHBIX CHUCTEM H
coJiepkalieiicss B HUX MH(QOpMAalMu W, TIPH HEOOXOIUMOCTH, O0ECIeUMBATHCS 3alUTa KaHAJIOB MepeaadH
JAHHBIX, UCTIOIb3YEMBIX JJISl OCYIIECTBICHHUS JTOCTYyIA.

Hupopmayus 06 usmenenusx: I[lynkm 46 usmenen ¢ 1 cenmsnbops 2026 2. - [Npukaz @CTIK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyto pedakyuro

46. [TocpencTBOM NPOBENICHHUST MEPONPUSTHI 110 00ECTIEYSHUIO 3alIUThl HH(pOpMAIHY NP YIAJICHHOM
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JOCTyIe TIOJNB30BaTeNe JIOMKHA OBITh HCKIIOYEHAa BO3MOXKHOCTh HECAHKIIMOHHPOBAHHOTO JIOCTyIa
(Bo3meiicTBUsA) K WHGOPMANMOHHBIM CHCTEMaM U COZepiKalieicss B HHX HHPOpPMAIWH, a TakKke K
B3aMMOJCHCTBYIOIIMM C HUMHU IPOrPaMMHO-aIIapaTHBIM CPEACTBAM I10Jb30BaTeNIECH Yepe3 KaHalbl Nepeaadn
JaHHBIX, UHTEP(EHCHI ¥ OPTHI YAATEHHO HOAKII0YAEMBIX [IPOrPAMMHO-AMIAPATHBIX CPEACTB.

IIpn ymaneHHOM nocTyme moib30BaTeled K MH(POPMAIMOHHBIM CHCTEMaM U COJCpXKalLIeHcss B HUX
rH(MOPMAITUH B TENISIX BBIITOJHEHUS CBOUX 00si3aHHOCTEH (PyHKIMI) onepatopoM (obmamareneM WHGOPMAIIH)
JOJDKHBI IPUHUMATBCS MEphl O 3alluTe WHPOPMALMOHHBIX CHCTEM U COAEpIKalleics B HUX HH(opMmauuy,
o0ecreunBaThCs 3allluTa KaHAJIOB Mepeiaur JaHHBIX M IPOrpaMMHO-aNIapaTHRIX CPEACTB, ¢ UCIIOIb30BAHUEM
KOTOPBIX OCYLIECTBIISACTCS yAAICHHBIH NOCTYI, MCKIIOYaThbCd HECAaHKIHMOHMPOBAHHBIA IOCTYN K YJaJCHHO
MOJIKII0YaeMOMY POrPaMMHO-aNapaTHOMY CPEJCTBY MOJIB30BATEIS.

VYnajeHHBIH OCTYI MOJIb30BaTeIeld B LENAX BBIMONHEHHS CBOUX OOs3aHHOCTEH ((DYyHKUIWH) AOIKEH
OCYIIECTBISTECS C  WCIOJNB30BAaHHEM IPOIPAMMHO-aNapaTHBIX  CPEICTB, BBIICICHHBIX OIEPaTOpPOM
(obnamateneM WHQOpPMAaNMKM) W COOTBETCTBYIOMIMX TpeOoBaHusM. [lo corimacoBaHuio €O CTPYKTYPHBIM
noJipasyieNiecHueM  (CrieruanicTaM) Mo 3amuTe HHOOPMAIMHU JIOIYCKAeTCs MPEJOCTABICHUE YIAIEHHOTO
JocTyna K HMHGOPMAlMOHHBIM CHUCTEMaM C HCIOJIb30BAHUEM JIMYHBIX IPOTrPaMMHO-AIINAPATHBIX CPEICTB
MOJIb30BaTeNs orneparopa (oOmagartenss WHGOPMAIMKN) TPU yCIOBUH HPUMEHEHHS JJIS yAaJeHHOTO IOCTyTia

cepTH(HUIMPOBAHHEIX CPEICTB 0OECIIeUeHH s 6E30MaCHOM UCTAHIMOHHOM PaboThl'’, CPe/ICTB AHTHBUPYCHOM
3aIUTBl M WHBIX CPEACTB 3alIUTHl HMH()OPMAIMHM, WCKIIOYAIOIINX YTPO3bl Oe30macHOCTH WH(GOpPMAIHIH,
CBSI3aHHBIE C YJAIIEHHBIM JOCTYIIOM.

VYnaneHHBIH JOCTYI TMOJIb30BaTeNeld K WH(POPMAIMOHHBIM CHCTEMaM B IEISX BBITIOJHEHHUS CBOUX
o0s3aHHOCTEN ((DYHKIMIA) AOIDKEH OCYIIECTBISITECS C WCIOJIB30BAHHEM CETEeH CBS3M, PACIOJOXKEHHBIX Ha
teppuropuu Poccuiickoit @enepannu, nocpecTBOM NPUMEHEHHSI CPEACTB 3alIUThHl KaHajla Iepeiadyr JaHHbIX,
U CTPOTOil WK yCHIIEHHOH MHOTO(AaKTOPHOH ayTeHTH(UKALIMK TI0Ib30BaTeCH.

[Ipu ymanenHHoM JocTyme MOib30BaTeNell K MHPOPMAIMOHHBIM CHCTEMaM W COJep Kallelcsi B HUX
rH(OPMAIUH, HE CBSI3aHHOM C BBIMIOJIHCHUEM I10JIb30BATEIISIMUA CBOUX OOSI3aHHOCTEH ((PYHKIIMI), B TOM YHCIC
npu  JIOCTyne K oOmenoctynHod uH(popMaiuy, omnepatopoM (obOnamateneM HHGOPMAIUH)  JTOJIKHBI
NPUHUMATBCS MEpBl 10 3amuTe MHOOPMALMOHHBIX CHCTEM W colepiaileiics B HUX HH(OpMAlWU U, MpH
HEOOXOJMMOCTH, 00ECIIeunBaThCs 3allUTa KaHAJOB IMepeladl JNaHHBIX, MCIONb3yEeMBIX JJIsl OCYIIECTBIICHUS
YAaJeHHOTO JOCTYyIA.

KonTpone ynameHHoro moctyma ToJb30BaTeNiell K = WH()OPMANMOHHBIM  CHUCTEMaM  JIOJDKEH
OCYIIECTBIIATHCS B COOTBETCTBHH C BHYTPEHHUMH CTaHIApTaMH U PETIIAMEHTaMH 10 3aIuTe HH)OpMaIiH.

47. TlocpeacTBOM TIPOBEICHHUS MEPONPHUATHIA 1O O0OECNeYeHHI0 3alluThl HWH(OpMAIUU TpH
0OecrpoBOAHOM JOCTyIle TONb30BaTeNell K WH(GOPMAIMOHHBIM CHUCTEeMaM [IOJDKHA OBITh HCKIFOYEHA
BO3MOXHOCTb ~HECAHKIMOHMPOBAHHOTO JOCTyna (Bo3lIeicTBUS) K HMH()OpPMAIMOHHBIM CHCTEMaM H
coJiepKalieicsl B HUX MHPOPMAIMHK 32 CYET HECAHKIMOHUPOBAHHOTO TOAKIIIOYEHHUS K TOYKaM OeCIpOBOIHOTO
JOCTyHa W J0cTyna K OecnpoBOAHBIM KaHajaM Iepeladyd AaHHBIX, MOAMEHBI B3aMMOJEHCTBYIOIIUX C HUMH
MIPOTPaMMHO-aMMapaTHBIX CPEACTB MM JOCTYIA K HUM.

[Ipu GecipoBogHOM AOCTYIE MOJIB30BaTENeH K MHPOPMAIIMOHHBIM CHCTEMaM U COIEpIKalleicss B HUX
UHQOpPMAIIMH B LEJISX BBITIOJHEHHS CBOMX 00s13aHHOCTEH ((hyHKIUMi) onieparopoM (obnamaTenemM HHPOPMALIUH)
JOJDKHBI TIPUHUMATBCS. MEpBl 10 3aIluTe WHPOPMAIMOHHBIX CHCTEM U COAEpKalleics B HUX HH(opMmaiuwy,
o0ecrneunBaThCs 3aluTa OECTPOBOIAHBIX KaHAIOB TepeAaydl JAaHHBIX U MPOrpaMMHO-aNNapaTHBIX CPECTB, C
WCTIONB30BAaHMEM KOTOPBIX  OCYIIECTBIIIeTCs OecmpoBofHOW  moctym. llocpencTBoM — opMupoBaHHS
KOH(QUTYpalui ¥ HACTPOEK, YpPOBHEW CHTHAJIOB TOYEK OECHpOBOIHOTO JOCTYIA, HCIOIB3YEMBIX IS
MTOKITIOYEHHSI TTONTb30BaTeNlell K MH(OPMAIMOHHBIM CHUCTEMaM B IIEJISX BBHIMIOJHEHUS CBOWUX OOS3aHHOCTEH
(byHKUMIT), NOMKHA OBITh UCKIFOYEHA BO3MOKHOCTH MOJIKIIOYSHHS K HUM JIHII, HE UMEIOIINX MPaB JOCTyIa K
WHPOPMALMOHHBIM CHUCTEMaM. YKa3aHHbIE TOYKH OECIPOBOJHOIO JOCTyNa JIOJDKHBI OBITH OIHO3HAYHO
HWACHTHQHULIUPOBAHBI B UHPOPMAILIMOHHBIX CUCTEMAX, a TAKXKe OIPeeNICHbl MECTa UX Pa3MEICHHS.

Touku OecnpoBOAHOTO JOCTyNa M TOCTPOCHHBIE HA HMX OCHOBE OECHpPOBOAHBIE CETH CBSI3H,
HCTONb3yeMble IJIsl JOCTyNa MoJb3oBaTeNell K HHQOpMAIMOHHBIM CHCTEMaM M COAepKalleiics B HHUX
UHQOPMAIIMH B LEJSAX BBHIMOJHEHUS UMM CBOUX 00s3aHHOCTEH ((QYHKIMIA), TOTKHBI OBITh W30JUPOBAHBI OT
0ecnpOBOJHBIX CeTel CBS3M, NMpeAHa3HAYEHHBIX s goctyna K cetn "WHTepHer" M (Wiu) OOIIEAOCTYITHOM
nHpopMaluu oneparopa (00aanaTes HHGOPMALIHH).

48. TlocpencTBOM TIPOBENCHUS MEPOIPHUATHH 10 OOCCICUCHUIO 3alUThl WHOOPMAIMHM  TIPH
MIPEeIOCTAaBICHIH TPUBUJIETUPOBAHHOTO JIOCTyNa JOJDKHA OBITh MCKIIOUYEHAa BO3MOXKHOCTD TIOJTYUYEHHS
MIPUBHIIETHPOBAHHOTO JIOCTYIa K MHPOPMAIIMOHHBIM CHCTEMaM JINLIAMH, JIJIsl KOTOPBIX TaKOW MOCTYM JOJIKEH
OBITh MICKITIOUYEH, 8 TAK)KE MCIIOJB30BaHMSI IOBBIIICHHBIX MTPaB IOCTYTIA ¢ HApyIIeHHeM BHYTPEHHUX CTaHIapPTOB
U PErJIaMEHTOB TI0 3aIUTe WH(HOPMAIIHH.

st momy4eHus: IpUBHIETUPOBAHHOTO TOCTYIIA JAOJDKHBI OBITH CO3/IaHbl IPUBUIICTUPOBAHHBIEC YUETHbIC
3anmucH. [IpuBHIETHPOBaHHBIC YUETHBIE 3alMCH JOJDKHBI UMETh IpaBa JOCTYIa, MUHUMAaJIbHO HEOOXOIMMBbIC

11.09.2026 Cucrema TAPAHT 12



Mpukas ®eneparnbHOM CryX0Obl N0 TEXHNYECKOMY M 3KCMOPTHOMY KOHTporsto oT 11 anpens 2025 r. Ne 117 "O6

JUIS. BBITIOJIHEHHS I10JIb30BATE/IIMUA BO3JIOKCHHBIX Ha HHMX o00s3aHHOCTeH ((PyHKIHMIH), B COOTBETCTBHH C
NPUHATBIMHU B I/IH(i)OpMaHI/IOHHBIX CUCTEMaxX MOACIAMU IOOCTYyIIa MOJIb30BaTEIIEH. HpI/IBI/IHeFI/IpOBaHHBIe
ydeTHBIC 3aIllMCH, UMEIOIINE TpaBa M0 CO3JAHHI0 JAPYTHUX IMPHUBIIETMPOBAHHBIX YUYETHBIX 3aIHCEH, JOJKHBI
OBITH TTEPCOHU(DHUITMPOBAHHBIMH.

[IpuBHIIErHPOBAHHBIN OCTYT JOIHKEH OCYIIECTBISTHCA C IPUMEHEHHEM CTPOTOH ayTeHTH(HUKAINH, a B
Clly4ae TEXHUYECKOW HEBO3MOXKHOCTU MPUMEHEHHsSI CTPOTOl ayTEeHTU(HUKAIUY - C UCTIOJIh30BAaHUEM YCHIICHHON
MHOT0()aKTOPHOH ayTeHTH()UKALIH.

He ponyckaercs oObenuHeHne B paMKax OJHON NPUBHICTHPOBAHHOM YYETHOW 3alUCH WM OJHOM
IpYyNIBl MPUBUICTHPOBAHHBIX YYETHBIX 3allMCeld pojield MO0 CHUCTEMHOMY aJMHHUCTPHPOBAHUIO, POJEH M0
pa3paboTKe M TECTUPOBAHHUIO NMPOTPAMMHBIX, MPOTPaMMHO-ANIMapaTHBIX CPEACTB, POJeH aIMHHUCTPATOPOB
0e30macHOCTH.

HeI/ICHOHbE}yeMBIC MPUBUJICTUPOBAHHBIC YUYCTHLIC 3allCH JOJIKHBI 6I)ITB 3a6HOKI/IpOBaHBI " yIaJICHbI B
COOTBCTCTBUHM C BHYTPCHHUMMU CTaHAAPTAMH U PECIrIIaMCHTAMU I10 3alIUTC I/IH(l)OpMaHI/II/I.

BCTpOCHHBIe IIPUBUIICTUPOBAHHBIC YYCTHBIC 3allMCu JOJI)KHBI OBITh OTK/ITIOYEHBI niv, B cCliydac
HEBO3MOKHOCTH OTKJIFOUEHUS, IEPENMEHOBAHbI TOCTIe 3aBEPIICHUSI HACTPONKH W YCTAaHOBKH KOH(DHUTYpaITHid,
3a/laHHBIX BHYTPEHHUMH CTaHIapTaMH 10 3ammure WHopMarun. AyTeHTH(UKAMOHHAS WH(OpMaus
BCTPOEHHBIX MPHUBHUJIETHPOBAHHBIX YUETHBIX 3aITUCEH JOJDKHA OBITh W3MEHEHa B COOTBETCTBUH C BHYTPEHHUMH
CTaHIAPTaMH M PETJIAMEHTaMHU 110 3aIIUTe HHPOPMAIIHH.

Bce neiicTBus o 1ocTyIy NOJIb30BaTeNe ¢ UCTIONB30BAaHUEM NPUBMWICTHPOBAHHBIX YUETHBIX 3alucei
MmoJyIeXkaT peructpaunu. KOHTpONb HMCMONB30BaHMS NPUBHICTUPOBAHHBIX YUYETHBIX 3allMCel  JOJKEeH
OCYILECTBIIATHCS. B COOTBETCTBUH C BHYTPEHHUMH CTaHAAPTaMU M PETJIAMEHTAMH 110 3aIlIUTe HHPOPMALIUH.

49. MeponpusaTisi O OCYILECTBICHHIO MOHHTOPHHTa HWH()OPMAIIMOHHOW O€30MacHOCTH JIOJKHBI
peyCMaTpuBaTh COOp JaHHBIX O COOBITHUAX OE30MacHOCTH, MX 00pPabOTKE M aHAU3e, a TAaKXKE BBISIBJICHUC
NPU3HAKOB peajn3aluu yrpo3 Oe3omacHOcTH MHGopManmuu W (WIIK) HapylmieHHH TpeOOBaHWU BHYTPEHHUX
CTaHAapTOB M PCEriIaMCHTOB I10 3aIluTEC I/IH(i)OpMaIII/II/I. MepOHpI/IHTI/ISI M0 OCYHICCTBJIICHUIO MOHHTOPHHIA
HH(bOpMaHHOHHOﬁ 0e30MmacHOCTH JOJDKHBI IMPOBOJUTHECA B OTHOHMICHHWHU BCEX I/IH(l)OpMaI_[I/IOHHI)IX CHUCTEM, 3a
WCKITIOYEHNEM JIOKATBHBIX W M30JMPOBAHHBIX WH(OPMAIIOHHBIX CUCTEM, B KOTOPBIX JOJDKEH 00eCTIednBaThCA
KOHTPOJTb KYPHAJIOB PETHCTPAITAN COOBITHI 0€301TaCHOCTH.

Meponpusatusi MO0 MOHHUTOPHHTY WH(POPMAIIMOHHONW O€30MacHOCTH JOJDKHBI OCYIIECTBISATHCS B
cootBeTcTBHH ¢ padgenamm 4 u 5 TOCT P 59547-2021.

B xone mpoBeneHNs MOHUTOPUHTa MHPOPMAIIMOHHON 0€30MacHOCTH Ui aHau3a 3a()UKCUPOBAHHBIX
cOOBITHII ©0€30MacCHOCTH M BBUIBICHHBIX B HUX INPU3HAKOB pEANM3alMM aKTyaJlbHBIX YIPO3 JOIyCKaeTCs

HICTIONIb30BaHUE JOBEPEHHBIX TEXHONIOTHil HCKYCCTBEHHOTO MHTEIUIEKTa .

CrtpykTypHOE Tmoapa3zieieHne (CHeNHaIiCThl) MO 3amuTe WHbopMaluu onepatopa (oOmamaTens
nHPOpPMAIIMKM) C TEPUOJMYHOCTBI0O U B CPOKH, YCTAHOBJCHHBIE BHYTPEHHHUM pErJaMEHTOM II0 3alluTe
nHpOpPMaLUK, AOJDKHO (IOIKHBI) pa3paboTaTh M NPEACTaBUTH PYKOBOAMTENIO omeparopa (obnagarens
WHPOPMAIUK), OTBETCTBEHHOMY JIMIly OTYET O Pe3ylbTaTax MOHHTOPWHIA, KOTOPBHIA B TOM HYHCIE JOJDKEH
coJiep>KaTh TUIIBI COOBITHH 0€30IMacHOCTH, OOHAPYKEHHBIE 110 pe3ybTaTaM MOHUTOPHHTA, U CBA3aHHBIE C HUMH
KOMIIBIOTEPHbIE MHIMAEHTHI (MIPU UX HAJIWYMH), a TAKKE PEKOMEHAIMH 110 WX aHAIW3Y U (WJIK) yCTPaHEHHUIO.
[Mocnenuuii B TEKyleM TOAy OTYET O Pe3yibTaTax MOHHUTOPHHIA WJIM MTOTOBBIA OTYET 3a TEKyIUi roja (B
CIydae €ro pas3pabOTKH) TIOCTe TMPEACTaBICHUS PYKOBOAUTETIO omeparopa (oOmamarens WHOOPMAIIHH)
HarpaBisieTcs: onepaTtopoM (obmamarenem mHpopmanun) B @CTOK Poccnn B 1emssx MOHUTOPUHTA TEKYIIETO

COCTOSIHHASI TEXHUYECKOM 3aIlUThI I/IH(i)OpMa]_II/II/I]S.

50. Meponpuarus 10 pa3paboTKe OE30MacHOr0 MPOTPAMMHOTO OOECICUYCHHUS JOJKHBI OBITh
HampaBiieHbl Ha TMPEIOTBPAIEHUE TOSBICHUS, BBISIBICHHE M YCTpaHEHHE YS3BHMOCTEH B pa3padaThIBaeMOM
omneparopoM (obiamareneM WHGOPMANWMK) TMPOTPaMMHOM oOOecriedeHur. Meponpuatus 1o pa3padoTke
0€e3011acHOT0 MPOTPAMMHOTO OOECTIeUeHHs POBOMATCS B CIydae OCYIIECTBICHHUS omepaTopoM (oOiamareneM
nH(pOpMAIMM)  CaMOCTOSATENBHON  pa3padOTKM  MPOTPaMMHOTO  OOecliedeHus, MPUMEHAEMOro B
“H()OPMAITMOHHBIX CHCTEMAX.

B cnyuae camocrosiTensHON pa3paboTku omepaTopoM (oOnagarereM HWH(DOPMAIUH) MPOrPAMMHOIO
oOecrnieueHus, MPEIHA3HAYCHHOTO IS KCIOJIb30BaHUS B WH(OPMAIMOHHBIX CHUCTEMaxX, JOJDKHBI OBITh
peann3oBaHbl MephI, peaycMoTpentbie pasaenamu 4 u 5 FTOCT P 56939-2024.

B cnywae npunedenus omneparopom (oOiamgarenem uHGOpMAIMK) s pa3pabOTKH MPOrPaMMHOIO
o0ecrieueHus MOJPATHON OpraHM3allH 0 PEIICHHI0 PYKOBOAMTENS (OTBETCTBEHHOIO JIMIA) B TEXHUYECKOE
3aJjaHie Ha pa3paboTKy MPOrpaMMHOTO OOecriedeHUsi MOTYT OBITh BKJIIOYCHBI TPeOOBaHHS 1O pa3paboTKe
6e3omacHoro mporpaMmMHoro obecredenus B coorsercteuu ¢ [ OCT P 56939-2024.

51. IlocpencTBOM  TPOBENEHHS  MEPONPUATHH 1O  oOecredeHW0  (U3WIECKOW  3aIuThHI
MH()OPMAITMOHHBIX CHCTEM JOJDKHA OBITh WCKIIIOYEHa BO3MOXKHOCTH HECAHKIIMOHHUPOBAHHOTO (DH3UYECKOTO
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JOCTyTIa K MIPOrpaMMHO-aMIapaTHBIM CPEACTBaM 00paOOTKH U XpaHeHHUS WH(OPMAIIIH.

Ou3udecknid  IOCTYyn K IPOTPAaMMHO-AMIapaTHBIM  CPEACTBaM  HH(POPMAIMOHHBIX  CHCTEM,
MIpeaHa3HAYCHHBIM 1T 00pa0OTKM M XpaHEeHHs] HH(POpPMAINH, TOJDKEH OBITh MPEIOCTABJICH ITOH30BATEISIM,
KOTOPBIM YKa3aHHBIA TOCTYH HEOOXOAWM JUIS BBITONHEHHS BO3JIOKEHHBIX Ha HUX 00si3aHHOCTEH ((pyHKITHIL).
[IporpaMMHoO-anmapaTHble  cpeacTBa HHGOPMALMOHHBIX CHCTEM, MpeIHa3sHAYeHHbIC [UIS  XPAaHEHHS
nHGOpPMAaLK, IOJDKHBI OBITh YCTAHOBJIEHBI B IIOMEIICHHMAX (30HaX MOMELIeHWH, mkadax, ¢ymisapax,
KOPpITycax), HeCAHKLIMOHUPOBAHHBIN (PM3UUECKHH AOCTYI B KOTOPHIE AOJKEH ObITh HCKITIOUEH.

Kontpons ¢usnyeckoro nocryma K MporpaMMHO-aNNapaTHBIM CpeICcTBaM OOpaOOTKHM M XpaHEHHS
WHGOPMALUK OTPAHUYEHHOTO I0CTYyMNa U (WIK) B IIOMEUICHUS (30HBI IOMEIeHUH, IKadbl, Gy TIAPHI, KOpITyca),
B KOTOPBIX OHU YCTAHOBJICHBI, NOJIKCH OCYIICCTBJIATLCA B COOTBCTCTBUU C BHYTPCHHUMH PCriIaMCHTaAMU I10
3anuTe nHHOPMAITUH.

CheMHbIe MaIIUHHBIE HOCUTENN HH(GOPMAaLIUH, pa3pelleHHbIe IS UCTIOIb30BaHUs B MHPOPMAIIMOHHBIX
CUCTEeMax, IOJICKAT YUCTYy HW KOHTPOJIIO HCIIOJIb30BaHUA. B I/IH(bOpMaHI/IOHHBIX CHUCTEMAX JOJI’)KHBI
WCTIONB30BaThCsl ChEMHbIE MAalIMHHBIE HOCHTENH HH(GOpPMAallMH, BBIAaBacMble orepaTtopoM (obnamaTenem
nHpopmaruu). B cirygae oOHapyKeHUs IIOJIB30BaTelIeM CHEMHOTO MAITWHHOTO HOCUTENS WH(HOOPMAIHH,
IIPUHAAJIEKHOCTh KOTOPOTO WM BJaJesiblia KOTOPOTO yCTaHOBUTH HE yIAJIOCh, TAKOM ChEMHBIN MallWHHBIN
HOCUTENh MH(GOPMALUHU OJDKEH OBITh MEpelaH B CTPYKTYpHOE IMOApa3leseHHe (CrenuaiucTaM) MO 3alluTe
uHbOpMaLMK JUIsI aHanM3a colepXalleiicss Ha HeM HHGOpPMaluHM, NporpaMM M IpH HEOOXOAUMOCTH
JanbHeHIIero yHuuToxkeHus. [lonkiroueHre oOHapyKEHHOTO ChbEMHOT0 MAIIMHHOTO HOCUTEN HH()OpManu K
WHGOPMALTMOHHBIM CUCTEMaM 3aIlpenaeTcsl.

52. IlocpeAcTBOM MPOBEAEHUS MEPONPHATHI MO 00ECHEeUeHHI0 HEMPEPHIBHOCTH (YHKIMOHUPOBAHUS
WHPOPMALMOHHBIX CHCTEM TMPH BO3HMKHOBEHHWHM HEINTATHBIX CHUTYyalMid JOJDKHA OBITh o0ecrieueHa
BO3MOXXHOCTh BOCCTAHOBIICHHSI BBHIITOJHEHUSI (PYHKIMHA (TIPOLIECCOB, BUOB PadOT) WHPOPMAIIMOHHBIX CHCTEM,
IUIsL KOTOPBIX oreparopoM (obnamareneM WHPOPMAIMK) YCTAaHOBIEHBI TPEOOBaHUS K HEMPEPHIBHOMY PEXKHUMY
(YHKIMOHUpOBaHUS (Hajiee - 3HAYMMble (QYHKIHUH), B TpeAeiax HWHTEPBAIOB BPEMEHH BOCCTAaHOBIICHUS,
YCTAHOBJICHHBIX BHYTPCHHUMHU CTaHAAPTaAMU U peTiIaMC€HTaMU 110 3alIUTE I/IH(bOpMaIII/II/I.

53. HHTepBanbl BPEMEHHM BOCCTAHOBIECHUS (DYHKIMOHUPOBAHUA HH(MOPMALMOHHBIX CHCTEM, HX
CETMEHTOB, BBHIMTOJHSAIOINX 3HAYNMbIe (PYHKIIMHU, yCTaHABIMBAIOTCS OomepaTopoM (obiamareneM WHGOPMAIIHN)
B COOTBETCTBUM C aKTaMH, Ha OCHOBAaHMM KOTOPBIX OCYIIECTBISIETCS CO3/JaHHME, OSKCIUTyaTalHs
HHGOPMALIMOHHBIX CHCTEM, WM TpeOOoBaHMAMM oOyamaresis MH(GOpManMu B 3aBHUCUMOCTH OT 3HAUYMMOCTH
¢byHKUME a1 obecnedeHHsT €ro  AEATeNbHOCTH, KJIacCOB 3alUIICHHOCTH HH(OPMAIMOHHBIX CHCTEM,
yCTaHaBIMBAEMBIX ormeparopoM (oOyamarenieM WHQOpPMALMHM) B COOTBETCTBUH C [PUMIOXKEHNEM K
TpeboBanusM, U TOMHKHBI COCTABISATD:

U1t MTH(OPMAIIMOHHBIX cHCTeM | Kilacca 3aIlMIIEHHOCTH - He Ooiiee 24 4acoB ¢ MOMEHTa OOHAPYKEHHS
HapylIeHUs! QyHKIHOHHUPOBAHMUS,;

Uit ”HQOPMAIIMOHHBIX CUCTEM 2 Kilacca 3alUIIEHHOCTH - He OoJiee 7 KaleHAapHbIX THEH ¢ MOMEHTa
OoOHapyXeHHUsI HapYyUICHUs QYHKIIMOHUPOBAHHMS;

U TH(GOPMAITMOHHBIX CHCTEM 3 Kilacca 3alUIIEeHHOCTH - He 6osee 4 Hellellb ¢ MOMEHTa OOHApYKEeHHS
HapymeHus GyHKIUOHUPOBAHUSI.

54. IlporpamMMHbIe, IPOrpaMMHO-alIIapaTHBIE CPEICTBA, IO3BOJIIOIIME OOECIEUHUTh BBIIIOJHEHUE
3HAYMMBIX (YHKLHUH, JOIDKHBI OBITH pa3BEepHYTHl B OTKa30yCTOWYMBOM KOH(Urypauuu, oOecreyrBaroliei
BOCCTAaHOBJICHHE BBINOJHEHUS 3HAYMMBIX (YHKUMH B YCTaHOBICHHBIH omepaTopoM (oOmazaTenem
nHpOpPMalMK) BO BHYTPEHHUX CTaHIApTax M perjiaMeHTax IO 3amure HHPOPMAaLUN HHTEPBaj BpPEMEHH
BOCCTaHOBJICHHUSL.

HUndpopmayus 06 usmenenusix: Ilynkm 55 usmenen ¢ 1 cenmsaops 2026 e. - lNpuka3z @CTOK Poccuu om 8
masa 2026 2. Ne 137
Cwm. rpedbidywyro pedakuuro

55. Oneparopom (obnanareneM HHPOPMALMN) TOTHKHO OBITH 00ECTIEUEHO:

CO3JJaHHE JOCTATOYHOTO KOJIMYECTBA PE3EPBHBIX KOMUH NPOrpaMMHBIX, MPOTrPaMMHO-anapaTHBIX
CPEICTB M HMX KOH(PUrypanuii, 0OECICUMBAIOIINX BBIOJHCHUE 3HAYUMBIX (QYHKIUNA, HEOOXOMUMBIX ISt
BOCCTAaHOBJICHHSI BBIMIOJHEHUS 3HAUYUMBIX (QYHKIMA B YCTAaHOBJICHHBI BO BHYTPEHHHX CTaHAapTax H
perinaMeHTax 1o 3amure HHpopMaluu UHTEPBaJ BPEMEHH BOCCTAHOBICHHS, M MEPUOIUIECKOE TECTUPOBAHUE
TaKUX CPEeICTB Ha pabOTOCTIOCOOHOCTE;

CO3/IaHNE JOCTATOYHOTO KOJIMYECTBA PE3EPBHBIX KON WH(OpMAIH, HEOOXOIMMOH I oOecredeHus
BBINIOJTHEHNSI 3HAYMMBIX (YHKIHMHA, a Takke WX XpaHEHHEe Ha pPAa3HBIX THUNAX MANIMHHBIX HOCHUTEIeH
nHpopMa B MeCTaxX, OOECIEeUYMBAIONINX HCKJIIOYEHHE HECAHKIHMOHWPOBAHHOTO JOCTyNAa K PE3EPBHBIM
KOTIUSIM MH(OpMAITHH.

[TeproM9HOCTE  PE3epBHOTO KOMHMPOBAHUS, KOJMYECTBO, THUIIBI HOCHTENICH, MeCcTa XpaHEHUs

11.09.2026 Cucrema TAPAHT 14


https://internet.garant.ru/document/redirect/414739103/1016

Mpukas ®eneparnbHOM CryX0Obl N0 TEXHNYECKOMY M 3KCMOPTHOMY KOHTporsto oT 11 anpens 2025 r. Ne 117 "O6

PE3EPBHBIX KONHMH W YPOBEHb KPUTUYHOCTH PE3epBUPYEMON HH(GOPMALMU ONPEACISIOTCS BO BHYTPEHHHX
CTaHJAPTax U periaMeHTax Io 3anuTe HHHopMaInu.

Omepatop (ob6mamarens HHPOPMAITUH) JOIHKEH MTPOBOIUTE MTEPHOINIECKHE, HO HE PEXe OTHOTO pas3a B
JBA TO/Aa, TPOBEPKH, B TOM dYucie B (opMe TPEHHPOBOK, BO3MOXXHOCTH BOCCTAaHOBJICHHS BBITIOJHEHHS
3HAYUMBIX (PYHKIIMI ¢ MCTIOIB30BAHUEM PE3EPBHBIX KOMHU MPOTPAMMHEIX, IIPOTPAMMHO-AIAPATHRIX CPEICTB
u uH(pOpMaIMu, HEOOXOAWMOW /il WX BBIOJHEHUS, C TpPHUBICYEHHEM pPaOOTHUKOB, 3aJIeliICTBOBAaHHBIX B
MIpOBeJIeHHH PabOT MO0 BOCCTAHOBJICHUIO (DYHKITHOHUPOBAHUS HH(POPMAIIMOHHBIX CUCTEM.

B ciydae mpoBeneHust MEpPONPUATHHA MO BOCCTAHOBJICHHIO (YHKIHMOHHPOBaHHUS HH(POPMALMOHHBIX
CHCTEM, MX CErMEHTOB, BBHIOJHSIOIIMX 3HaYMMble (YHKUUH, C TPEBBIIIEHHEM HHTEPBAJIOB BPEMEHHU HX
BOCCTAHOBJICHUA OOJKHA O6CCH€‘II/IB3TBC$1 BO3MOKHOCTbB BBIIIOJTHCHUS ITOJIB30BATCIAMU 3HAYUMbIX (bYHKHI/II\/'I, B
TOM YUCJIC B HCABTOMATHU3WPOBAHHOM PCKHUME, B COOTBETCTBUU C BHYTPCHHHUMHU PCTIaMCHTAMU 110 3alUTEC
UHQOPMAIHH.

56. MeponpusaTuss 1O TOBBIIEHUIO YPOBHA 3HAHMM W HWHPOPMHPOBAHHOCTH MOJb30BaTeNeH
“H(OPMAITMOHHBIX CHCTEM 10 BOTIPOCAM 3aIIUThI HH()OPMAITUH TOJKHBI BKITIOYATh!

a) JIOBEJCHWE [0 TOJb30BaTele MH(POPMAIMOHHBIX MAaTEpPHAJOB, B TOM dHCIEe B (opMe MaMSITOK,
OaHHEpOB, OYKJIETOB, 110 aKTYaJIbHBIM BOIIPOCAM 3aIIUTHI HH(GOPMAIIHH;

0) IpoBeieHNE JISKIINI, CEMHHAPOB, 00YYAIOIIUX WP MO BOIIPOCAM 3aIlUThHl HHPOPMAIIHH;

B) MMPOBEJEHIE MMHUTAIMOHHBIX PACCHUIOK JJIEKTPOHHBIX MUCEM Ha CIyXeOHBIe ajipeca 3JIeKTPOHHOU
IIOYTHI, UHBIE CITY)KEOHBIE CPEJICTBA KOMMYHHKAIIHHA C IEJIBI0 OIEHKH YCTOMYUBOCTH MOJIb30BaTElNe K METOAaM
COLMANIbHON MHXEHEPUH;

I') IPOBEACHUE TPEHUPOBOK C MOJIB30BATENSAMH O MPAKTHYECKOH 0TPabOTKE MEPONPHUATHH IO 3aIIUTE
WHPOPMALUH, MPETyCMOTPEHHBIX BHYTPEHHHMH PETJIaMEHTaMH MO 3amute uHpopMauud, 1 (GOPMHPOBAHHIO
HABBIKOB 10 3alUTe UH()OPMAITUH.

57. Ilpumensiemble omnepaTopoM (oOmanaresneM WHGOpPMANKHU) CHOCOOBI TOBBIIICHUS YPOBHS 3HAHWH
MOJIb30BAaTeNIel MO BOIMpPOCAM 3aIUTHl WHQOPMAIMH, MEPUOTUYHOCT W (POPMBI OIEHKH YPOBHS 3HAHHMA
JOJDKHBI OHNPCACIIATHCA BO BHYTPCHHUX PEIrJIaMEHTAX II0 3alluTe I/IH(bOpMaHI/II/I. OHeHKa YPOBHA 3HAHUN
JIOJDKHA TIPOBOJUTHRCS HE peXe OJHOTO pa3a B TPH Tojla WM TIOCIE KOMIBIOTEPHOTO HHIHMCHTA,
Mpou3oIIeqIIero y omneparopa (obmamarenst mHpopmanuu). s momp3oBaTenel, y KOTOPBIX OTCYTCTBYIOT
3HaHMSA TI0 BOIIPOCaM 3amIUThl HH(POPMANWH, TOIHKHO OBITh OPraHW30BaHO IOBTOPHOE TIPOXOKICHHE
00yJaronux KypCcoB 10 BOIIPOCaM 3aIUTHl HH(OPMAIUH.

HUndhopmayus 06 usmenenusix: Ilynkm 58 usmenen ¢ 1 cenmsaops 2026 e. - Npuka3z @CTOK Poccuu om 8
masn 2026 e. Ne 137
Cwm. npedbidywyto pedakyuro

58. TlocpeacTBOM TPOBEACHHUS MEPONPUATHA MO 3alluTe WHQOPMAIMH TPU B3AMMOJCHCTBUU
omeparopa (oOmagarens wH(OpPMANMU) C TOAPSIHBIMU OpraHU3aIUAMH JOJDKHA OBITh HCKIIOYEHA
BO3MOXXHOCTh HECAaHKIIMOHMPOBAHHOTO JOCTYINA WM BO3JICHCTBUI Ha WH(POPMAIMOHHBIE CHCTEMBI H
CoJiepKallylocss B HUX HH(OpMaIUIO dYepe3 B3aMMOACHCTBYIONIME C WH(GOPMAIIMOHHBIMU CUCTEMaMHU
MIPOTrpaMMHO-aMNIapaTHeIe CPEACTBA MOAPSITHBIX OPTaHU3aUMK WM KaHabl IIepe/ladun JTaHHBIX U UHTEp(EHcCHI,
UCTIOJIb3yEeMBbIE AJIS TOCTYIIA TMOAPSITHBIX OpTaHu3alni K HHQOPMAIMOHHBIM CHCTEMaM.

Oneparopom (oOsianatenieM uHGOpPMAIMK) B OTHONICHUH MOJIPSIIAHON OpPraHU3alui JOJDKHBI OBITh
YCTaHOBJICHBI TPEOOBaHUsI 1O O0CCIICUECHHIO 3aIUTh HHQOpMAIHK, K KOTOPOH MONYYEeH JOCTYI, a TAKXKE I10
pacueTy i OLCHKE MOKa3aTeJIs YPOBHs 3penocTH Y .

He nomyckaercs KONMUPOBaHUE TMOAPSIHBIMH OPraHU3alMsAMU HUHGPOpPMAIMH, K KOTOPOH WM
MIPEeIOCTaBIIeH JOCTYII, €CIM TaKoe KOMMPOBAHHME HE MPEeIyCMOTPEHO B JIOKYMEHTax oreparopa (obmamartens
rH(OPMAIMH), HA OCHOBAaHWH KOTOPBIX MOIPSIIHBIM OpraHU3aIMIM MTPEI0CTABICH JOCTYI K HH()OPMAIMOHHBIM
CHCTEMaM.

B wuHbOpManmmMoHHBIX cHCTEMaX, OTHENBHBIX MPOTPAMMHO-AIMAPATHRIX CPEACTBAaX IOAPSIHBIX
OpraHm3anvid, B KOTOPBIX OCYIIECTBISIFOTCS 00pabOoTKa W XpaHeHHEe TIONYyYeHHOH B pe3yJbTare
MIPEIOCTaBIEHHOTO JOCTyNa WH()OPMAIUH, JOKHBI OBITH MPUHATHI Mephl 1o 3amure uHpopmarnmu. Cocta
vH(pOpMaIUK, [ENH €€ 3allUThl M KIACChl 3allUINEHHOCTH, B COOTBETCTBUH C KOTOPBIMH IMOJPSIHBIMH
OpraHM3alUsIMU JIOJDKHBI OBITh TPHHATHI MEPHl IO 3amuTe WHGOPMAIMM BO B3aUMOJICHCTBYIOIIMX
“H(OPMAIMOHHBIX CHUCTEMaX, yCTaHABJIMBAIOTCS oreparopoMm (oOmamateneM WHGOpMAIMK) Ha OCHOBaHHH
TpeboBaHul BO BHYTPEHHHUX CTaHJApTaX U PErilaMeHTax I10 3aliuTe HHpopManuu.

PazpaboTtka (pa3Butue) u (WIM) TECTHUPOBAHUE MPOTPAMMHOTO OOECICUCHMS] TMOAPSATHBIMHU
OpraHM3alUsIMU HETMOCPEICTBEHHO B 3KCILIyaTUPYEMbIX MH(OPMAIMOHHBIX CHCTeMax orepartopa (oOmamaTens
uHpopMaIi) He gomyckaercs. s mpoBeneHus paboT mo pa3paboTke (pa3BUTHIO) W (MIH) TECTUPOBAHHUIO
MPOTPaMMHOTO OOecCTiedeHHSI paOOTHUKAM IMOAPSIHBIX OPTaHU3AMHA TOJDKEH OBITH MPEAOCTaBIeH IOCTYI K
BBIIETICHHBIM U TIPOBEACHUS TaKMX pabOT cTeHAaM pa3pabOTKu W (WIIH) TECTHPOBAHUSA, KOTOPHIE JOJDKHBI
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OBITh M30JIMPOBAHBI OT JKCIUTYaTHPYEMbIX WHPOPMAIMOHHBIX CHCTEM orepaTtopa (obnaxaTtens nHoOpMAaInm).
KoHnTponp mocTyna MOAPSIAHBIX OpraHU3alii K CTeHJAaM pa3paboTku (pa3BuTHS) W (WIM) TECTHPOBAHHA
JOJDKEH OCYILECTBISITHCSA B COOTBETCTBUY C BHYTPEHHUMH PETIaMEHTaMHU 110 3aliuTe HHQOpMaLny.

59. TlocpencTtBoM NPOBEACHUS MEPONPUATHN 10 OpraHu3allid ¢ IPOBEAEHUIO 3alUTHl  OT
KOMITBIOTEPHBIX aTaK, HalpaBJIEHHBIX HA OTKa3 B OOCIYXHMBAaHUH, NOJDKHA OBITH HCKIIOUEHA BO3MOKHOCTD
OJIOKMPOBAaHMS AaBTOPH30BAHHBIM IIOJB30BATENSAM JAOCTyNMa K WHPOPMALMOHHBIM cUCTeMaM H (W)
coJiepKalieicsi B HUX WH(GOPMAaLUK BCIIEICTBHE HECAHKIIMOHMPOBAHHBIX BO3ACHCTBUI Ha MHTEP(EHChI, OPTHL,
CEpPBUCHI, K KOTOPBIM JOJDKEH OBITH 00ecTieveH MMOCTOSIHHBINA A0CTyM U3 ceTd "UHTepHet".

Omneparopom (oOnamateneM WHGOPMALUK) MJOJDKHO OBITH 00ECIIEYEHO B3aUMOJCHCTBHE C
rOCYJapCTBEHHON CHCTEMOH OOHapyKeHus, NMPeAyNpEeKIACHUS W JMKBHIAIWU TMOCIEICTBUH KOMITBIOTEPHBIX
atak Ha wuH(pOpManMOHHBIE pecypchl Poccuiickoit ®denmepanmu, a TakkKe B3aUMOJICHCTBHE B

aBTOMATH3MPOBAHHOM PeXHMe C LI[eHTPOM MOHHTOPHHTA U yIPABJIEHHS CEThIO CBA3H OBIIETO TI0Ib30BaHHS .

Meponpusartusi, NpeaycMOTpEHHbIE HACTOALINM IIYHKTOM, JOJDKHBI OCYIIECTBIIATHCSA C NMPUBJICUYECHUEM
MPOBaiiIepOB XOCTMHTA WJIM OpraHu3aluii, TPeloCTaBIAIOUINX YCIYyTH CBS3M, WIM OpraHM3alui,
OKa3bIBAIOIIUX YCIYT'H IO KOHTPOJIO, (QUIbTpAlMKd W OJOKMPOBAHMIO CETEBBIX 3alPOCOB, OO0JANAIOIINX
MpU3HaKaMH KOMIIBIOTEPHBIX aTaK, HAlpaBICHHBIX Ha OTKa3 B 00cmyxuBaHUH. lIporpamMMHO-ammaparHbie
CPEICTBa, WCIONB3yeMble ISl KOHTPOJS, (UIBTpalMyd U OJOKMPOBAHMS CETEBBIX 3aIPOCOB, 00IaNarOIIIX
MpU3HaKaMH aTak, HalpaBIIEHHBIX Ha OTKAa3 B OOCIY>KUBAHWH, JOJDKHBI OBITh PACIIONIOKEHBI Ha TEPPUTOPHH
Poccuiickoit @enepanuu.

Ob6ecrieuenne noctymHocTr u3 cetu "MHTEepHeT" MHTEpdEiicoB U cepBUCOB NH(MOPMAITMOHHBIX CHCTEM,
MOJIKAIINX 3allUTe OT KOMITBIOTEPHBIX aTaK, HANpaBICHHBIX Ha OTKa3 B OOCIY>KHBAaHUH, JOJDKHO
OCYIIECTBIIATHCS B COOTBETCTBUH C BHYTPEHHUMH pEriiaMEHTaMU IO 3alluTe WH(POPMAIUU IO COTIACOBAHUIO
CO CTPYKTYPHBIM TOApa3AeieHUEeM (CHEeNHaNUCTaMi) MO 3alure WHGOPMALUUM TOCIe MNPHUHATHSA Mep IO
KOHTPOJIIO ¥ (PUIBTPALUU UCXOSIIETO M BXOISIIET0 CETEBOro Tpaduka B COOTBETCTBHHU C NMEPEUYHEM PECYPCOB
cet "HHTepHET", ¢ KOTOPBIMH MOXET B3aUMOJICHCTBOBaTh HMH(DOPMAIMOHHAS CUCTEMA, BKIIOYAFOIIUM
UCXOSAIIUI U BXOJAIINN CETEeBBIE MMOTOKH, UX XapaKTEPUCTUKU U UCIIOJIb3YEMbIE TIPOTOKOJIBI.

60. TIlocpencTBOM TPOBEACHUS MEPONPHUATUNH IO OOECICUEHHUIO 3allUThl WHGOpPMAIMKM TIPH

VICTIONB30BAHUHU ISl (DyHKIIMOHHPOBAHMS HH(POPMALMOHHBIX CHCTEM MCKYCCTBEHHOIO MHTEIIEKTa  JOIDKHA

ObITh oOOecriedyeHa BO3MOXKHOCTh HCKIIIOYCHUS HECAHKIMOHMPOBAHHOTO JOCTyNa K WHGOPMALUN HIIH
BO3/ICHCTBHSI Ha HMH(QOPMALMOHHBIE CHCTEMBI, HECAHKIIMOHUPOBAHHOTO PACHPOCTpPaHEHHS W MoauduKaruu
WHPOPMAIUH, 8 TAaK)Ke UCIO0Ib30BaHMs HH)OPMAIIMOHHBIX CHCTEM HE M0 MX Ha3HAYCHHUIO 33 CUET BO3CUCTBUS

2 2
Ha HaGOpbl ILaHHI)IXZ], MNPUMCHACMBIC MOJICIN HCKYCCTBCHHOI'O I/IHTGJIHGKTaZ_ n Hux napaMeTpLI'3,

TIPOIECCHI H CEPBHCHI IO 00PaGOTKE TAHHBIX U OUCKY PElISHHI .

He nomyckaercs nepenaua nuily, pazpadoTaBiieMy MOAEIb UCKYCCTBEHHOTO MHTEIUIEKTa, HMHPOPMAaIUH
OTPaHMUYEHHOT0 JOCTYyIa, colepXalleiicss B MHQOPMAIMOHHBIX CHUCTEMaxX, B TOM 4YHCIC M yIy4lIeHHS
(YHKIIMOHUPOBAHUS MOJICTH UCKYCCTBEHHOT'O HHTEILICKTA.

61. IIpu B3auMOICHCTBHHM I10JIb30BATEIICH B ICJIAX BBHIIIOJHCHHS UMH CBOUX 00s13aHHOCTEH ((DyHKIHIT) ¢
CepBHCaMHU Ha OCHOBE MCKYCCTBEHHOT'O MHTEJUIEKTA MOCPEACTBOM HAIPaBIIEHUS 3alpoca W TMOIYUYeHHUS OTBETa
JIOJKHEI OBITH:

a) IIpY B3aUMOJICHCTBUN B (popMaTe CTPOro 3aJaHHBIX ITa0JIOHOB 3alPOCOB U OTBETOB:

OTIpe/ieTIeHbl IIa0JIOHBI 3allPOCOB TIOIH30BATEICH, HANPABISEMBIX B HCKYCCTBEHHBIH WHTEIUIEKT, W
o0ecriedeH KOHTPOJIb COOTBETCTBHS 3aPOCOB YCTAHOBIEHHBIM IIIa0JI0HAM;

orpenesieHbl MAabI0HBl OTBETOB MCKYCCTBEHHOI'O MHTEIIEKTa W OOeclie4eH KOHTPOJIb COOTBETCTBHUS
OTBETOB YCTaHOBJICHHBIM OIlepaTopoM (obiagareneM HH(QOpMALKH) HIa0JI0OHAM;

0) npu B3auMoJieiicTBUH B (hopmaTe cBOOOAHON TEKCTOBOH (POPMBI 3aIIPOCOB U OTBETOB!

OTIpeeNiCHbI ISl HAIIPaBISIEMbIX B UCKYCCTBEHHBIH MHTEIUIEKT 3alPOCOB MOJIb30BATENeH AOMYCTHMBIC
TEMaTUKU U 00ecTieYeH KOHTPOIb COOTBETCTBUS 3aIIPOCOB JIOIYCTUMBIM TEMaTHKAM;

orpeneneHsl  (GopMaTbl OTBETOB HCKYCCTBEHHOT'O HMHTEIUIEKTA B COOTBETCTBHU C JOMYCTHMBIMH
TeMaTHKaMH M 00ecredeH KOHTPOJb COOTBETCTBHSA OTBETOB YCTAHOBIEHHBIM orepaTtopoMm (obmamarenem
nHpopMmarun) opMaTam H JOMyCTUMBIM TEMATHKaM;

B) pa3paboTaHbl CTAaTHCTUYECKHE KPUTEPUH IS BBISIBICHUS HEJJOCTOBEPHBIX OTBETOB MCKYCCTBEHHOTO
MHTEIIIEKTa IS MOCIIEAYIONIero cOopa 1 aHalIn3a HeTOCTOBEPHBIX OTBETOB;

r) o0ecrieueHo pearnpoBaHHEe Ha HEJOCTOBEPHBIE OTBETHI MCKYCCTBEHHOTO WHTEIUIEKTa TOCPEICTBOM
OTrpaHWYeHHS O0JIACTH MPHUHUMAEMBIX pemeHni U (W) peanu3anui GyHKINH HHPOPMAIIMOHHON CHCTEMBI Ha
OCHOBE HEJIOCTOBEPHBIX OTBETOB HCKYCCTBEHHOTO MHTEIUIEKTA.

[Ipu ucnons3oBannu B MHPOPMAIIMOHHBIX CHCTEMaX HCKYCCTBEHHOTO MHTEIUIEKTA WM CEPBHUCOB Ha
OCHOBE HCKYCCTBEHHOTO HWHTEJIEKTa JOJDKHO OBITh HMCKIIOYEHO HEpEerTaMeHTUPOBAaHHOE BIIMSHHE
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HCKYCCTBEHHOTO MHTEIUIEKTa Ha MapaMeTpbl MOJIEIM MCKYCCTBEHHOTO MHTEIICKTa M HAa (YHKIHOHHPOBAaHHUE
MH(OPMAITMOHHBIX CHCTEM.
HenocpezncteenHo B cocTaB HH(GOPMALMOHHBIX CUCTEM JOJKHBI BKIIOUAThCS JOBEPEHHBIE TEXHOJIOTHH

HCKYCCTBEHHOTO HHTEJIIEKTA ~ MJTH MX KOMITOHEHTBL.

62. MepompusTys 10 peann3aui B THGOPMAIMOHHBIX CHCTEMax Mep IO MX 3alUTe U CoaepKarencs
B HUX WH(OPMAIUH JTOJKHBI BKITIOYATH!

1) peanm3aruio 6a30BEIX Mep 3alTUTHI HHOOPMAIIMOHHBIX CHCTEM U CoJIepKaIeiicss B HUX HH(OPMAIIHH
COOTBETCTBYIOIIHNX KIaCCOB 3aIIUAIICHHOCTH, yCTaHABIMBAEMBIX OIIepaTopoM (00anaTerieM HHPOPMAIIHN );

2) apmanTanuio 0a30BBIX MEp 3alTUTHl HH()OPMAIIMOHHBIX CUCTEM M COJepXKalleics B HUX WH(HOpMAIIH
MIPUMEHUTENBHO K apXUTEKType WH(POPMAIIMOHHBIX CHCTEM, IPUMEHIEMBIM HH()OPMAIIMOHHBIM TEXHOJIOTHIM,
0COOCHHOCTSAM (DYHKITMOHUPOBAHUS HH()OPMAIIMOHHBIX CHCTEM;

HUncpopmayus 06 usmenenusix: Iloonynkm 3 usmenen ¢ 1 cenmsops 2026 e. - [pukaz @CTIK Poccuu om 8
maa 2026 2. Ne 137
Cwm. npedbidywyro pedakuuro

3) BepudUKaLNIO aTaNTHPOBAHHBIX 0a30BBIX MEP 3aIUTHl HH(POPMALMOHHBIX CUCTEM H COJEpKalencs
B HUX HMH(GOpPMAaLMU B COOTBETCTBHM C AaKTyaJIbHBIMH YIPO3aMH W BO3MOXKHOCTSIMH HapyLIUTENeH, ux
JIOTIOJIHEHHE U (MJIN) yCUJICHHE.

63. B uH(pOpMaLMOHHBIX CUCTEMaX AOJDKHBI OBITh pealn30BaHbl CIEAyIONIHe 0a30Bble MEPHI 3aIIUTHI
MH(QOPMAIIMOHHBIX CHCTEM U COJIEpIKAIEHCsl B HUX WHPOPMAIIH:

a) uaeHTH(UKAIUS U ayTCHTUQHUKALINS;

0) yIpaBJICHHE TOCTYIIOM;

B) pETHCTpAITUs COOBITHI 0€30TTaCHOCTH;

I') 3aIUTa BUPTYAIN3aIHH U 0ONAUHBIX BBIYHCIICHHI '}

JT) 3alIUTa TEXHOJIOT Uil KOHTEIHEPHBIX CPel ¥ UX OPKECTPAIHH ;

€) 3aIuTa CepBUCOB IEKTPOHHOM MOYTHI;

K) 3aIUTa BeO-TEXHOIOTHI;

3) 3alIUTa MPOrpaMMHBIX HHTEP(EeHCOB B3aNMOJICHCTBHS MPHUIIOKEHHIA;
1) 3alUTa KOHEYHBIX YCTPOMCTB;

K) 3alIiTa MOOMIIBHBIX YCTPONCTB;

JT) 3alUTa TEXHONOTHil MHTEpHETA Bele

M) 3aITUTa TOYEK OECIIPOBOAHOTO MOCTYIIA;

H) aHTUBUPYCHAs 3all1Ta;

0) oOHapy>KeHHUe U MPeIOTBpAIIeHNe BTOPKEHUH Ha CETEBOM YPOBHE;

I1) CETMEHTAIIMS M MEKCETEBOE SKPAaHUPOBAHIE;

p) 3amuTa OT KOMITBIOTEPHBIX aTaK, HallPaBJICHHBIX HAa 0TKa3 B 00OCITYKUBaHUMY;

C) 3allIMTa KaHAJIOB Mepeayll JaHHBIX U CETEBOIO B3aUMOACHCTBHS.

64. Peanuzanus mep mo 3amuTe WHGOPMAMOHHBIX CHCTEM M colepXalleiics B HUX HH(OpMAaIuH,
MoJyIeXKAlNE peai3alry, J0JDKHAa 00ecreurBaTh 3allUuTy OT HapyIIUTEJeH CO CIEAYIOIMMH YPOBHSIMH
BO3MOXHOCTEH:

B MH()OPMAIMOHHBIX CHUCTEMax 3 Kiacca 3allUIIEHHOCTH - OT Hapymureneld ¢ 0a3oBBIM YpOBHEM
BO3MO>KHOCTEH;

B MH(OPMAIMOHHBIX CHCTEMax 2 Kiacca 3allMIICeHHOCTH - OT HApYIIUTEIeH C TOBBIIICHHBIM YPOBHEM
BO3MOKHOCTEI;

B MHGOPMAIMOHHBIX CHUCTEMax | Kilacca 3alUIIEHHOCTH - OT HapyIIUTEJed C BBHICOKHIM ypPOBHEM
BO3MOKHOCTEH.

Omnepartopom (oOmagaTeneM HHPOPMALIUN) MOXKET OBITh PUHSATO PElIeHHE O IPUMEHEHHH MEP 3aIUThI
MH()OPMAITMOHHBIX CUCTEM M COJIEpIKAIeHCs B HUX WH(GOPMAIMK OT HApyIIUTENel ¢ 0oiee BBICOKUM YPOBHEM
BO3MO>KHOCTEH.

65. C 1enbio MOATBEPKICHHUS JAOCTATOYHOCTH MPHHATHIX MEP 3aIUTHl MH(POPMALMOHHBIX CHCTEM U
coJieprKalieicsl B HUX WHPOpMaIiy 10 Hadasia o0paboTKu U (Min) XpaHeHus HHPOPMAaIUH B TOCYJapCTBEHHBIX

26
I/IH(I)OpMaLII/IOHHBIX CHUCTEMAX OOJI2KHaA OBITH MMpoOBCJICHA UX aTTGCTaI_[I/ISI-) Ha COOTBETCTBHC TpC6OBaHI/I${M B
COOTBCTCTBHHU C nOpﬂ,D,KOM OpraHuvs3alnvu U NpoBEACHUSA pa60T IO aTTeCTall1 00BEKTOB I/IH(i)OpMaTI/BaL[I/II/I Ha
COOTBCTCTBHUC TpC6OBaHI/I§IM O 3almmTe I/IH(IJOpMaI_II/II/I OrpaHUYCHHOI0  O0CTyIla, HE COCTaBJISIIOIIIeﬁ

TrOCYJapCTBEHHYIO TaliHy, yTBEp:KIeHHBIM MPUKkazom ®CTIK Poccun ot 29 ampens 2021 1. Ne 777,
Pemenne o He0OXOAUMOCTH aTTECTAlMH MHBIX MH(POPMALUOHHBIX CHCTEM T'OCYAAPCTBEHHBIX OPraHOB,
rOCyapCTBEHHBIX YHMTAPHBIX MPENNPUITUH, TOCYJApCTBEHHBIX YUPEXKIAECHUN NPUHUMAETCSd PYKOBOAMUTEIEM
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oneparopa (obnamgarens HHGOPMAIINH), OTBETCTBCHHBIM JTUIIOM.

66. MeporpusaTuss 10 KOHTPOJIIO YpPOBHS 3aIANICHHOCTH WH(OpPMAIMU, COJEpXKameics B
nH()OPMAITMOHHBIX CHCTEMAaxX, MOJDKHBI O0ECleYnBaTh BKIIOYCHHE TIPOBEACHUS OIEHKH BO3MOXKHOCTEH
HapylieHus Oe3omacHoCcTH WHbopMauu U (Win) HapymeHus (GyHKIHOHUPOBaHHS HH()OPMAIMOHHBIX CHCTEM
BHEITHNMH W BHYTPEHHUMH HAPYIIUTEISIMHU.

KoHTponbs ypoBHS 3allWIIEHHOCTH WHGOPMAIMH JODKEH TPOBOJIUTHCS B COOTBETCTBHH C
BHYTPEHHUMH PETJIaMEHTaMHU I10 3alIUTe WHPOPMAIIUN OJHUM MM COBOKYITHOCTBIO CIEIYFOIINX METOJIOB!

a) aBTOMATH3WPOBAaHHOE W (WJIM) PyYHOE BBISBICHHE YSI3BUMOCTEH HH(POPMAIMOHHBIX CUCTEM C
MOCIIEAYIONICH SKCIICPTHON OIEHKOW BO3MOXHOCTH WX WCIOJB30BAHUS HAPYUIMTEIEM JUIS HapyUICHHS
0e3onacHOCTH HH(POPMALIUK U (W) HapylIeH!s (GyHKIMOHUPOBaHHS HH(POPMAIIMOHHBIX CUCTEM;

0) BBISIBJICHUE HECAHKIIMOHUPOBAHHBIX TIOJKIFOUYCHUH YCTPONCTB K MH()OPMAITMOHHBIM CUCTEMAM;

B) TeCTUPOBaHHE WH(POPMAIIMOHHBIX CUCTEM IyTEM MOJICIIUPOBAHUS PeaM3alluU aKTyadbHBIX yTPoO3 €
LIEJIbIO OLICHKU BO3MOXHOCTEH HECAaHKIIMOHUPOBAHHOTO JOCTYIA K HUM (BO3JCHCTBHI HA HUX) WJIM MTOBBIIICHUS
NPUBHIICTHH TIPU PEANM30BaHHBIX MEPOINPHATHAX M Mepax IO 3alluTe HH()OPMAIMOHHBIX CHCTEM H
coJieprKaleicss B HuX HHQOPMaInu;

I') TPOBEICHHE B COOTBETCTBHH C IUIAHOM TPEHUPOBOK IO OTpabOTKe pabOTHWUKAMH oOllepaTopa
(obmanarens nHbOpMAIUK) AEHCTBUI 1O 00ECTICUSHUIO YPOBHS 3alIUIIEHHOCTH HH(DOPMAINK, coleprKariencs
B UH(OPMAIIMOHHBIX CHCTEMAX, B YCIOBUSIX PeaTU3allii aKTYAIbHBIX YTPO3.

67. KoHTpons ypOBHS 3alIMIIEHHOCTH MHPOPMAIIUU JOJHKEH IMPOBOAUTHCS HE PEKE OJHOTO pasza B TPU
roja WIHA TOCIe KOMIBIOTEPHOTO WHIIMJIEHTA, MPOU3OMICAIICro y omeparopa (oOnmamarens wH(OpMAIUN).
MeToapl KOHTPOJS YPOBHS 3alUIICHHOCTH WH(POPMAIMA ¥ MEPUOAMYHOCTh €0 MPOBEACHUS OIMPEIEISIOTCS
ornepatopoM (o0magareneM nHGOPMALIUU) BO BHYTPEHHEM perJlaMeHTe.

[To pe3ynbraTam nMpoBeeHUST KOHTPOJIS YPOBHSI 3aIUIIICHHOCTH UH()OPMAITUH pa3pabaThiBaeTCs OTUET,
KOTOPBIH MOAMUCHIBACTCS JII[AMH, IPOBOIUBIIMMH KOHTPOJIb. OTYET TOJIKEH OBITh MPEICTABICH B TCUCHUE 3
pabouMx JTHEH C JaThl 3aBEPILICHHS KOHTPOJIS YPOBHS 3alMIICHHOCTH HH(POPMAIIMKA PYKOBOIAUTEIIO OlepaTopa
(obmanmarenss wuH(OpPMAaIMK), OTBETCTBEHHOMY JIMIY JJIi THPUHATHS TNPH HEOOXOIUMOCTH PEIICHHUS
pyKoBomuTeNs omneparopa (obmamgarens WHGOPMAIMHA) O BBIACICHUN PECYPCOB C IEIBIO MOBHIMICHUS YPOBHS
3amumeHHocTn uHpopManuu. OTdeT HampasiseTcs omeparopoM (oOmamatenem uHbopmanmm) B PCTOK
Poccum B Tedenme 5 paboumx gHEH C MaThl 3aBEpIICHHS KOHTPOJS YPOBHS 3allUIIEHHOCTH WH(OpPMAINH B
LIEJISIX MOHUTOPUHTA TEKYIIETO COCTOSHUS TEXHUYECKOM 3auThl HHPOPMAIIHH.

68. MeporpusiTius U Mephl 0 3aluTe HH(POpPMAalUuU, MPeayCMOTpeHHbIe TpeOOBaHUSAMU, TOJKHBI
pean30BBIBaThCA omepaTopoM (oOsamgareneM WH(OPMAIMU) C UCHOJIH30BAHHEM METOIMYSCKUX JTOKYMEHTOB
OCTIK Poccun.

69. Ilpu 0TCYTCTBUM BO3MOXKHOCTH PEATH3AIMK OTACIBHBIX MEPOIPUITUN U (MJIU) MPUHITHS MEpP I10
3amuTe MHOOPMAIMU B COOTBETCTBUU ¢ TpeOoBaHUsSMH omneparopoM (oOiamaTesieM WH(POPMAIMK) JTOJKHBI
ObITh pa3paboTaHbl W BHEAPCHBI KOMIICHCUPYIOIIUE MEpPbI, MO3BOJIAIONIME 00ECHeunTh OJIOKUPOBAHUE
(HelTpanu3aluio) akTyalnbHbIX yrpo3. Ilpu 3ToM omeparopom (obiamareneM uHGOpPMAIMK) JODKHO OBITh
000CHOBAaHO TMPUMCHCHHE KOMIICHCHUDPYIOIIMX MEp Ha 3Tame COo3JaHus HHGOPMAIIMOHHBIX CHCTEM, a IpHU
aTTecTalyl  WHQPOPMAIMOHHBIX CHCTEM - TOATBEpXKAeHAa UX JA(OPEKTUBHOCTH I OJIOKHPOBAHUS
(HelTpanu3alum) akTyalbHBIX YTPO3.

70. TexHr4yeckue MephI 1O 3alUTe HHPOPMAIIMK TOJKHBI PUHIUMATHCS Ha anmapaTHOM, CHCTEMHOM,
MIPUKJIATHOM YPOBHSX, a TaKke B HHPOPMANNOHHO-TEICKOMMYHHUKAIIMOHHOW WH(QPACTPYKType TIpH ee
Hannyuy. Ha anmapaTtHoM v CHCTEMHOM ypOBHSX 3aluTa HH(POPMALMK JOKHA 00ECIIeUnBaThCS TIOCPEICTBOM
MIPUMEHEHUsS] BCTPOCHHBIX B amnmapaTHOe O0eCIedeHHWE W CHUCTEMHOE MPOTPaMMHOE OOECIICUCHHE CPEJICTB
3amuThl uH(opManuu. Ha mpukimagHoM U ceTeBoM (MH(PACTPYKTYpPHOM) YPOBHSIX 3alluTa WHGOpMAIHH
JIOJDKHA O00CCIICUMBATHCSI MPUMEHEHUEM BCTPOCHHBIX B TPUKIAJHOEC MPOrpaMMHOE OOECIICYCHUE CPEJICTB
3alUThl KHPOPMAIUY U (WJIH) TPUMEHESHHEM HAJIOKEHHBIX M CETEBBIX CPEJICTB 3alUTH HH(DOpMaIny.

71. Jlnsg 3amuThl MHGOPMAIMKM JOJDKHBI MPUMEHITHCS CEepPTUMUIUPOBAHHBIC CPEJCTBA 3allUThI
nH(OPMAIMM B COOTBETCTBHM C HHCTPYKIMSIMH (TpaBUIaMM) 1O HMX O3KCIUIyaTallid, YCTaHOBJICHHBIMH
pa3paboTyukaMyd B JKCIUTyaTallMOHHON JOKyMEHTalluu. [IpuMeHseMble CpeACTBa 3alluThl HHGOpPMAIMH
JIOJDKHBI OBITH 00ECIIEYeHBI CO CTOPOHBI WX Pa3paOdOTIMKOB TMOJIEPIKKONW O€30IMaCHOCTH HAa TEPPUTOPHH
Poccwmiickoit ®enepanny, BKIOYas BBHITYCK W MPUMEHEHHE OOHOBIEHHWH MPOTPAMMHOTO OOECTIeUeHHs,
o0ecrneunBaroNNX yCTpaHEeHNE BRISIBIICHHBIX YS3BUMOCTEH, Ne(heKTOB M HEJOCTATKOB.

Cpencra 3amuThl WHGOPMAIVH JOKHBI TPUMEHSTHCS C COONIOIEHUEM 3alpeTOB, YCTAHOBJICHHBIX
NMyHKTOM 6 Vkaza IIpesunenta Poccuiickoit deaepannu ot 1 mas 2022 1. Ne 250 "O nonmOJHUTENBHBIX Mepax
o obecnieyenuto nHpopmMannonHon 6ezonacHocT Poccuiickoit depepanun".

72. Tlpumensiemble cepTH(PHUIIMPOBAHHBIC CPECTBA 3AIIUTHI HHPOPMAIIMU JOIKHBI COOTBETCTBOBATH!

JUTSL 3alUThl HH(POPMAIIMOHHBIX CUCTeM | Kilacca 3alUIIEHHOCTH - HE HUXKE 4eM 4 KIIacCy 3alllUThl U

31
YPOBHIO IOBEpHS
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JUTS 3alIUTHl MH(POPMALIMOHHBIX CHCTEM 2 KJlacca 3allUIIEHHOCTH - He HMKE YeM 5 KIJIAcCy 3allUThl U
YPOBHIO TIOBEPHUS;

Ul 3aIUThl MHGOPMALMOHHBIX CHCTEM 3 Kjacca 3alUIIEHHOCTH - 6 KJlaccy 3alllUThl U YPOBHIO
JIOBEpHSL.

73. Ha cramusix >KM3HEHHOTO LHKJIA TOCYJApCTBEHHBIX WH(GOPMAIIMOHHBIX CHCTEM MEpHI IO 3alluTe
UHOOPMALUK JOJDKHBI TPHHUMATBCS 3aKa3uMKaMH, ONepaTopaMHd B COOTBETCTBHH ¢ |peboBaHMaMN K
MOPAJKY CO3JaHMsl, pa3BUTHS, BBOJAa B OKCIUTyaTallMIO, OJKCIUTyaTalldkd M BBIBOAA U3 OKCIUIyaTalUH
rOCyJapCTBEHHBIX MH()OPMALMOHHBIX CHCTEM M JANbHEHIIEro XpaHeHHs conaepiKaileics B ux 0a3ax AaHHBIX
nHpOpPMaIUK, YTBEpXKAEHHBIMH MOCTaHoBreHneM I[lpaButensctBa Poccuiickoit ®epepamuu or 6 uions
2015 r. Ne 676, Ha cTaausx KU3HCHHOTO IIUKJIA MHBIX WH(OPMAIIMOHHBIX CUCTEM - B COOTBETCTBHH C Pa3zeiioM
5 HaronanpHOTO cranaapra Poccuiickoit @eneparu [OCT P 51583-2014 "3ammra nndopmanuu. [opsmgok
CO3JIaHHsI AaBTOMAaTU3UPOBAHHBIX CUCTEM B 3alllMIEHHOM UcroiHeHnu. O0mue TpeboBanus.", yTBEpKICHHOTO
U BBEICHHOTO B JeicTBHe MNpPuKasoM Poccrammapra ot 28 smBaps 2014 1. Ne 3-ct (M., OI'VII
"Crangaptuagopm", 2014).

"Yactb 8' cratbm 14 denepanbhoro 3akona ot 27 momst 2006 r. Ne 149-®3 "O6 undopmarun,
HHGPOPMAITMOHHBIX TEXHOJOTHIX U O 3anuTe HHhopmarmn'.

* MoanyHkT 9' nyHkTa 8 Ionoxenns o MeaepanbHoil CIyKOE MO TEXHUYECKOMY H KCIOPTHOMY
KOHTPOJIIO, yTBepxkaeHHOTo YKa3oM [lpesunenra Poccuiickoit ®enepanmu ot 16 aBrycra 2004 r. Ne 1085
(manee - [Tonoxenune o ®CTOK Poccunm).

3 MyHkT 3 Tonoxenust 06 ydere M T-akTHBOB, UCIONB3yEMBIX JUIS OCYIIECTBICHUS JESITEIBHOCTH IO
unppoBoil TpaHCPOPMAIIMK CUCTEMBI TOCYAAPCTBEHHOTO (MYHHIIMIIAIHHOTO) YIPABICHUS, YTBEPKICHHOTO
nocrtaHoBneHnem IlpasurensctBa Poccuiickoit @enepannu ot 1 utomns 2024 r. Ne 900.

* MoanyHkT 21 nyHkTa 8 TMonoxenns o PCTIK Poceun.

Hupopmayus 06 usmenenusx: Crocka 5 usmenena ¢ 1 cenmsabpsa 2026 2. - [Npukaz @CTOK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyto pedakyuro

5 IMyHkT 3.1 HamumoHanbpHOro cranmapra Poccuiickoit ®@epeparuun 'OCT P 56939-2024 "3arura
nHpopMmarun. Pazpaborka GezomacHoro porpaMmuaoro obecnedenusi. Oomie TpeboBaHus", yTBEpKISHHOTO H
BBEJICHHOTO B JielicTBue Npukasom I'occrannapra ot 24 oktsaops 2024 r. Ne 1504-ct (M., ®I'BY "PCT", 2024)
(manee - TOCT P 56939-2024).

6 [MyHKT 3.7 HamumoHanbHOro cranmapra Poccuiickoit ®@eneparuun 'OCT P 59547-2021 "3amura
nHpopMaru. MoOHUTOpPHHT HWHPOpPMANMOHHONH Oe3omacHocTH. OOmue TONOXKEHHs'", yTBEPKIEHHOTO H
BBEJIEHHOTO B jelicTBue Mpukasom Poccrangapra ot 27 urons 2021 1. Ne 656-ct (M., ®I'BY "PCT", 2021)
(manmee - TOCT P 59547-2021).

7 TUnoBoe MOMOXeHNe o CTPYKTYPHOM ITOJPa3AeieHHN OpraHa (OpraHM3alii), 00eCIeUnBaIOIIEM
nH(POPMAITMOHHYI0 0€30TIaCHOCTh OpraHa (OpraHM3aIiH), YTBEpKIECHHOE MNOCTaHOBIeHVeM IlpaBuTenbcTBa
Poccuiickoit @enepanuu ot 15 utonsg 2022 r. Ne 1272.

¥ MoanyHkT "6" nyHkTa 1 Ykasa Ipesunenta Poccuiickoit denepauun ot 1 mas 2022 r. Ne 250 "O
JOTIOJTHUTENIFHBIX Mepax Mo obecrieueHnI0 HHPOpMaMoHHO# Oe3omacHocTu Poccuiickoit @eneparmn’.

’ MyHKT 5 yactu 1 ctatbn 12 denepanbHoro 3akona ot 4 mMast 2011 1. Ne 99-®3 "O nuieH3MpOBaHHH
OTIEIBHBIX BUIOB JIEATEIHHOCTH" .

" MoanyHkTsl 6' u 6” nyHkTa 8 IMonoxenns o PCTIK Poccum.

" MopnyHkT "a" nyHkTa 5 HaruoHaIbHON CTPaTerHy PasBUTHS MCKYCCTBEHHOTO WHTEIUICKTA Ha
neproa a0 2030 rona, yrBepkaeHHoi Yka3om Ilpesunnenra Poccuiickoit @enepanuu ot 10 oktsi6ps 2019 r.
Ne 490 (manee - HarnoHasnbHast CTpaTerus pa3BUTHsI UCKYCCTBEHHOTO HHTEIIEKTA).

2 MynkT 3 Tonoxenns o6 yuere UT-aKTHBOB, HCTIOIB3YEMBIX IS OCYIISCTBICHHS ASATEILHOCTH 110
mudpoBoil TpaHCchHOpPMAITIE CHUCTEMBI TOCYAAPCTBEHHOTO (MYHHIIMIIAILHOTO) YIPAaBICHUS, YTBEPKIACHHOTO
noctaHoBneHnem IlpaBurenasctBa Poccuiickoit denepaunu ot 1 urosns 2024 r. Ne 900.
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13 [MyHKT 5.2.18 manmonansHoro cranmapta Poccuiickoit ®eneparu I'OCT P 56545-2015 "3amumra
uHGoOpMaIK. YI3BUMOCTH HH()OPMAIIMOHHBIX CHCTeM. [IpaBuiia ONMMCAHHUS YS3BUMOCTEH", YTBEPIKACHHOTO U
BBEJICHHOTO B JieiicTBUE NPUKa3omM Poccrangapra ot 19 aBrycta 2015 r. Ne 1180-ct (M., ®I'BY "PCT", 2021).

" MoanyHkT 21 nyHkTa 8 TMonoxernus o PCTIK Poccun.

Hupopmayus 06 usmenenusx: Crnocka 15 usmenena c 1 cenmsaops 2026 e. - [Mpuka3d @CTIK Poccuu om 8
masn 2026 2. Ne 137
Cwm. npedbidywyro pedakyuro

" Mynkr 3.59 manmonansHoro crammapra Poccuiickoit denepamun TOCT P 58833-2020 "3ammura
nHpopmarun. Vaentudukanus u ayreHTudukanus. OOmpe moaoxeHus", yTBEPKACHHOTO M BBEICHHOTO B
neiictBue npukasom I'occranmapra ot 10 ampenst 2020 r. Ne 159-ct (M., ®I'BY "HHcTuTyT cTanaapTuzanun’”,
2020).

' TTpuxaz ®CTIK Poccun ot 16 despams 2021 r. Ne 32 (3apeructpuposan Munroctom Poccuu 15
utoHs 2021 1., peructpaunonHsiii Ne 63867).

" MoanyHkT "U" nyHkTa 5 HanmoHansHOi CTpaTeriy pasBUTHs HCKYCCTBEHHOTO MHTEIIEKTA.
" NMoanyHkT 6' nyHkTa 8 Monoxkenns o ®CTIK Poccnn

" MyHkT 5 Monoxkenus o LleHTpe MOHUTOPUHTA M YIPABJICHHS CEThIO CBSA3HM OBIIETO MONB30BAHH,
yTBepXkaeHHOTO MNPrKa3omMm Pockomuamzopa ot 31 mrosst 2019 r. Ne 225 (3apeructpupoan Muntoctom Poccun
22 Hos6ps 2019 r., perucrparumonusii Ne 56583), ¢ MU3SMEHEHUAMUW, BHECEHHBIMH NPUKa30oM Pockomuamzopa
ot 24 ampens 2024 r. Ne 73 (3apeructpupoBan Muntoctom Poccun 6 wmions 2024 r., perncTpanrioOHHbIH
Ne 78486).

* MoanyHkT "a" nyHkTa 5 HaumoHamsHO# CTpaTerny Pa3BUTHS HCKYCCTBEHHOTO HHTEILICKTA.
2 MoanyHkT "a" nyHkTa 5 HarmoHaabHOMN CTpaTerni Pa3BHTHS HCKYCCTBEHHOTO HHTEIICKTA.
> MoanyHKT "p" nyHkTa 5 HauuoHanbHOI CTpaTeruy Pa3BUTHS HCKYCCTBEHHOIO HHTEILIEKTA.
* MoanyHKT "T" nyHkTa 5 HaluoHANBHOM CTPAaTeruy PasBUTHS CKYCCTBEHHOTO HHTEIIIEKTA.
* MoanyHKT "a" nyHkTa 5 HanuoHanbHOM CTpaTerny pa3BHTHS HCKYCCTBEHHOIO HHTEIUICKTA.

* MoanyHKT "U" NyHKTa 5 HalHoHAIBHO#M CTPATErny Pa3BUTHS HCKYCCTBEHHOIO HHTEILICKTA.

* MopnyHkT "W" nyHkta 4 Crparernn pa3BuTHs MHGOPMAIMOHHOrO obmecTBa B Poccmiickoii
Oeneparuu Ha 2017 - 2030 roasl, yrBepxkaeHHoH Yka3oMm Ilpesuaenta Poccuiickoit @enepanun ot 9 mas
2017 r. Ne 203.

7 TMynkt 3.10 mammoHansHOro crammapra Poccumiickoit ®eneparmn TOCT P 70860-2023

"Undopmarmonnsie TexHonoruu. O0naunsie BeraucieHus. OOIe TEXHOIOTHU U METOIBI", YTBEPKIASHHOTO U
BBEJICHHOTO B AelcTBHE MPUKa3oM Poccranmapra ot 28 asrycra 2023 r. Ne 700-ct (M., ®I'BY "Huctutyt
crarnaptuzanuun’, 2023).

I'APAHT: Ilo-BuanMomy, B TEKCTE TPEABIAYIIETO ad3ama AomyIeHa onevarka. Jlary HazBaHHOTO MprKasa
cienyeT unTath Kak "22 aprycra 2023 r."

* MopgnyHkT "B" nyHkTa 4 Crparernn pasBuTHs HHMOPMAIMOHHOrO obmiecTBa B Poccmilckoit
Oeneparmu Ha 2017 - 2030 roapl, yrBepxkaeHHoW Yka3oMm Ilpesuaenta Poccuiickoit @enepanuu ot 9 mas
2017 r. Ne 203.

¥ MoanyHkT 13’ nyHkTa 8 IMonoxenns o ®CTIK Poccun
30 3aperucrpuposan Munroctom Poccuu 10 aBrycra 2021 r., peructpauuonnbiii Ne 64589,

' MywHkr 2, noanyHkT 13" nyHkT 8 Honoxerns o ®CTIK Poccun.

MpunoxeHue

K TpeboBaHuaM o 3awmTte MHdopmauumum,
coaepxallencs B rocyaapCTBEHHbIX
MH(OPMaALIMOHHbIX CUCTEMAX, UHbIX
MH(OPMALIMOHHbIX CUCTEeMaX rocyAapCTBEHHbIX
OpraHoB, rocyapCTBEHHbIX YHUTAPHbIX
npeanpuATUA, FTOCYy4apCTBEHHbIX YUYpPeXOeHUN,
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yTBepXaeHHbIM rprkasom PCTIK Poccum
ot 11 anpenga 2025 r. Ne 117

TpeﬁOBaHI/Iﬂ K OIMPEICJICHUI0 KJIacCa 3allUIIEHHOCTH HHq)OpMaIIHOHHOﬁ CHUCTEMBbI

1. Omneparopom (oGnamareneM HHGOPMALMHK) YCTAHABIMBAIOTCA TpU Kjacca 3allUILEHHOCTH
WHGOPMALIMOHHBIX CHCTEM, ONIPEeNSIOIINe YPOBHH 3aIIMIIEHHOCTH COJeprKalleiicsl B HUX HH(OpMaluu.

Camblii HU3KHH KJlacc - TPETHH, caMblil BRICOKHMH - mepBbIid. Knace 3amumenHocTn nHpOpMannoHHON
cucreMsl (epBbiil kinacc (nanee - K1), Bropoii knace (ganee - K2), tperuii xnacc (nanee - K3) onpenensiercs B
3aBUCHUMOCTH OT YPOBHsI 3HAUMMOCTH WHpopManuu (nanee - Y3), obpabaTeiBacMoil B 3T0i HHPOPMAIIMOHHOM
cucreMe, 1 MaciTada nHPOPMAITUOHHON CUCTEMBI.

2. VYpoBeHb 3HAYMMOCTH HH(POPMALMU OTpENeNsIeTCS B 3aBHCUMOCTH OT CTEHNEHH BO3MOXKHBIX
HEraTUBHBIX MocieAcTBUi (ymep6a) mis oOmamaTtenss wHpoOpManuu W (WIM) OmepaTtopa OT HapyUICHHS
KOH(UACHINATBHOCTH (HENMpPaBOMEPHBIE JIOCTYM, KOIMPOBAaHWE, MPEAOCTABICHHE WM PacIpOCTPAHEHHE),
[IETTOCTHOCTH (HETIPaBOMEPHBIE YHUUYTOKEHUE I MOAU(DHUIIMPOBAHWE) WM JOCTYIMHOCTH (HEIpaBOMEPHOE
omoxupoBanue) wHpopMmanuu. HeratnBHble mociencTBus (ymepO) OMpEAENsIIOTCS B TOM YHCIE Ha OCHOBE
TIepeyHs] HETaTUBHBIX MOCIECTBHM, BKIIOYCHHBIX B 0aHK JaHHBIX yrpo3 Oe3omacHocTH nHpopmarmu OCTIK
Poccun.

CreneHp BO3MOXKHOTO ymiepOa ompeaensercss obiagareneM HHQOpMaIMKW WM ONEPATOPOM
(obnmamaTenem HHPOPMAIHK) B COOTBETCTBUM ¢ Tabrvuen 1:

Ta6nuua 1
CreneHb BO3MOXKHOTO yIIepoa Bo3moxHsIi yiepd oT HapyIIeHns 6e301acHOCTH HH(pOpMAanny 1 (WIIH)
(YHKITMOHUPOBAHUS HH()OPMAITMOHHON CHCTEMBI
Bricokas Bo3MOXHBI CyIIECTBEHHBIE HETaTUBHBIE MOCIEICTBUS B COLMAIBHOM,

MOJIMTUYCCKOM, MEKIYHAPOIHOH, YIKOHOMHUYECKOM, (DMHAHCOBOW HIIM HMHBIX
o0JIlacTSIX JesTeTbHOCTH M (WIM) WHPOpPMalMOHHAs cucTeMa W (Win)
orepartop, obiagarens WHGOpPMAITUN HE MOTYT BBIOIHATH BO3JIOKEHHEIC HA
HUX YHKITUH

Cpennsist Bo3MOXHBI ~ yMepeHHBIE HEraTHBHBIE IIOCJIEACTBUSL B  COLHMAJIBHOM,
MOJMUTUYECKOH, MEXIYHAapOIHOH, SKOHOMHUYECKOH, (PMHAHCOBOM HIIM HHBIX
o0yacTaX JesATedbHOCTH M (WIM) WHPOpPMalnMOHHAas cucTeMa W (Win)
orepatop, obynaaaresns HHGpOpMAMKU HE MOTYT BBIIONHATH XOTS Obl OJTHY U3
BO3JIOKEHHBIX Ha HUX (YHKIUHA

Huskas Bo3MOXHBI HE3HauWTENbHbIE HETraTHBHbBIE IIOCIEACTBHUS B COLMAJIBHOM,
MOJIMTHYECKOH, MEXIYHAPOAHOH, YKOHOMHYECKOH, (PMHAHCOBOW HMIIM HMHBIX
obmactsax pnesrenbHOCTH W (wnu) wH(poOpManmuoHHas cucremMa W (W)
ornepatop, o0nagarenb HHPOPMALUK MOTYT BBIIIOJIHATH BO3JI0KEHHBIE Ha HUX
¢GyHKIMH ¢ HeJoCcTaTouyHOH 3((EeKTUBHOCTHIO WM BBINOJIHEHHE (DYHKIUN
BO3MOYHO TOJIBKO C PUBJICYEHHEM JOTIONTHUTEIBHBIX CHJI U CPEICTB

3. BrICOKHiT ypoBEHBL 3HAUNMOCTH (zajnee - Y3 1) 10DKeH yCTaHABIUBATHCSA, €CITH XOTS OBI IJIS1 OJTHOTO
13 CBOWCTB Oe30macHOCTH MHpopManud (KOHPHUIESHIMATFHOCTH, IEIOCTHOCTH, AOCTYITHOCTH) OIIpeleeHa
BBICOKasI CTETIeHb yIepoa.

CpenHuii ypoBeHb 3HAUNMOCTH (asnee - Y3 2) MOMKEeH YCTaHaBITUBATHCS, €CITH XOTS OBl IS OAHOTO U3
CBOMCTB Oe3omacHocTH HWHpOpManuu (KOH(PHUISHIIMATLHOCTH, LEIOCTHOCTH, IOCTYITHOCTH) OIIpeeieHa
CpeIHss CTeTeHb yIepOa U HeT HU OJJHOTO CBOMCTBA, JIJIsl KOTOPOTO ONpe/iesieHa BRICOKAs CTENeHb yiiepoa.

Huskuit ypoBeHb 3Hauumoctu (fanee - Y3 3) MOMMKEH YCTAaHABIMBATHCS, €CIM JUIS BCEX CBOWCTB
Oe3omacHocTd uHpopMalKu (KOHPUACHIIMAIBHOCTH, IEIOCTHOCTH, JOCTYITHOCTH) OIPEACICHBI HHU3KUC
CTereHu yiepoa.

4. Ins wHpOpManum, KOTOpas OTHeceHa K MH(OpMAaIMKM OrPaHWYCHHOT'O PACIPOCTPAHEHUS U JUIS
HOCHUTEJIEH KOTOPOH yCTaHOBJIEHA OTPaHUYUTEIbHAS MOMETKA "I CIy>KeOHOTO MOIh30BaHUA", TOJDKEH OBITh
ycraHosiieH Y3 1.

5. Ilpu 06paboTke B MHPOPMAITMOHHON CHUCTEME NBYX U Oojee BHAOB WHMOpMauu Y3 onpeaemnseTcs
OTHETHHO IS Kakaoro Buma wHpopManuu. MToroeeni Y3, oOpabaTsiBaeMoll B WHGDOPMAIIMOHHON CHCTEME,
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YCTaHaBJIMBACTCAd IO HAMBLICHIUM 3HAUCHHAM CTCIICHU BO3MOXKHOI'O ymep6a, OIMPEACIICHHBIM  JIA
KOH(DUICHIINATEHOCTH, 1IEJIOCTHOCTH, TOCTYITHOCTH HHPOPMAITHH KaXKI0TO BHUIa WH(DOPMAITHH.

6. Jlns wHQOPMAITMOHHOW CHCTEMBI IOJDKEH OBITh OmpeielieH ¢eaepalbHBIA MaciiTad, eciu OHa
npeAHa3HadyeHa JUisl pelieHUs 3a1ad Ha Bcedl Teppuropun Poccuiickoil denepauuu WM B mpeeiax IByX U
boxee cyorexToB Poccmiickoit deneparim.

Jns uHPOPMAIMOHHON CHCTEMBI JOJKEH ObITh OMNpECTICH PEerHOHANBHBIN MaciiTad, ecinu OHa
IpeIHa3HAYCHA JUIs PEIeHUs 3a]]a4d B pejiesiaX 0HOTo cyOobekTa Poccuiickoit ®enepanmu.

Juis wHbOpMAIMOHHOW CHCTEMbI JOJDKEH OBITh ONpelelieH OOBEeKTOBOW Maciitad, ecid OHa
MpenHa3HA4YeHa JUIS pEIleHUs 3ajad B Ipenenax o0bekTa (0OBEKTOB) OIHOTO TOCYIApCTBEHHOTO OpraHa,
MYHHIIMIIATBHOTO 00Pa30BaHusl, OpraHU3aI|H.

7. Kitacc 3aniinieHHOCTH HH(DOPMAITHOHHON CHCTEMBI OTIPEIENIETCS B COOTBETCTBUH ¢ Tabnuuen 2:

Tabnuua 2
V3 Macuirab nHGOPMALIMOHHON CUCTEMBI
®denepanbHbIi PernonanbpHbIN OOBEKTOBBIN
v31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3

8.  Kiaccel  3ammmeHHOCTH ~ MH(QOPMALMOHHBIX  CUCTEM, (YHKIMOHHMPYIOIIMX Ha  0Oasze
HHPOPMAITMOHHO-TEIEKOMMYHHKAIMOHHONH HHPPACTPYKTYPhI, HE JOJDKHBI OBIThH BBIIIE Kilacca 3alIMIIEHHOCTH
9TOM HH(POPMALMOHHO-TETICKOMMYHHUKAIIMOHHOW HHPPACTPYKTYPHI.

9. Jlomyckaercsl MPUCBOGHUE OTIEIBHBIM CerMeHTaM HH(OPMAIMOHHOW CHCTEMBI Pa3HBIX KIJIACCOB
3alMIICHHOCTH. B 3TOM ciydyae Mepbl mo 3amurte WHQOpMAIMU CErMEHTOB WH(DOPMAIIMOHHOW CHUCTEMBI H
coJiepkarieiicsi B HUX MH(OpMAaIuy - JODKHBI IPUHAMATHCS B COOTBETCTBUH C MPUCBOCHHBIMU MM KJIacCaMU
3aLIUIIEHHOCTH.

10. PesynbTarhl KiIacCHU(pUKAIMKH OQOPMIIIOTCS AaKTOM, KOTOPBIM yTBEPIKIAETCS OIepaTopoM
(obmanmarenem wHQOpManun). AKT KiIaccHu(UKANUK JOJDKEH COJEpKaTh HAaMMEHOBaHHWE KiaccH(UIIUpyeMon
CUCTEMBl W CETrMEHTOB WH(M)OPMAIMOHHOW CHCTeMbl TpH HX Hamuunu, Y3 wim Y3 B CerMeHTax
WHPOPMALMOHHON CHCTEMBl IPU MX HAJIMYMHM, MacmTad MHGOPMALMOHHOW CHCTEMBbI M (MJIHM) CETMEHTOB
WHPOPMALTMOHHON CUCTEMBI TPU MX HAJHMYHH, TPUCBOCHHBINA KIacC 3aIUIIEHHOCTH HH)OPMAIMOHHON CHCTEME
WIK CerMeHTaM HWH(QOPMAIMOHHON CcHCTeMbl MpH HX Hanuuuu. [lomyckaeTcs ogopMieHHE eIWHOTO aKTa
KJaccH(UKAIlMd HA HECKOJBKO CErMEHTOB HH(OPMAIMOHHON CHCTEMBI OJHOrO omeparopa (obiagarens
UHQOPMAIHH).

11. Knacc 3ammmeHHOCTH WHOOPMAIMOHHOW CHUCTEMBI (CErMEHTOB WH(OPMAIIMOHHON CHCTEMBI)
MOJUICKHT MIEPECMOTPY TPU U3MEHEHUH MaciiTada HHYOPMAIMOHHONW CUCTEMBI (CETMEHTOB UH()OPMAIIMOHHOM
CHCTEMBbI) WJIM 3HAYMMOCTH CO/IeprKalieiica B Heil nH(opMalinu (B cerMeHTax HH(POPMAIIOHHONW CUCTEMBI).
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